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PREFACE

OBJECTIVE

Communication networks are in a period of transition from networks that are based on
telephone architecture and standards to networks based on the Internet Protocol (IP)
architecture. The main reason for this change is that new services and applications can
be deployed with unprecedented speed over an Internet that has attained the global
reach of the telephone network. Many of these new applications and services are quite
visible to the student. For example, in addition to e-mail and web surfing, there is
buying/selling over the Internet (eBay), MP3 and other file exchanges (Napster, KaZaA),
interactive games (Counterstrike), video streaming (CNN), and voice-over-IP (Net-
Meeting, ICQ). Many other applications and services are having profound impact on
business, manufacturing, international commerce, medicine, and government.

The infrastructure of communication networks is undergoing dramatic change
under pressure from the new services and enabled by technology innovation. A new
generation of wireless devices combines aspects of cellular phones, personal digital
assistants, and even digital cameras and is enabling new modes of mobile communica-
tion such as short text messaging, event notification, e-mail, and web browsing. These
wireless services are blazing a trail away from traditional telephony to new modes of
IP-based multimedia communications. Inevitably the signaling system that enables all
of the functionality of the cellular and telephone network will be replaced by more
versatile signaling based on Internet protocols. A new generation of [P-based protocols
will control and manage the resources in the next generation of networks.

It 15 1n this exciting context of new services and emerging next-generation network
architecture that we offer this second edition of our textbook. The purpose of this book
1s to provide an introduction to fundamental network architecture concepts and their
application in existing and emerging networks. We emphasize the pivotal role of Internet
protocols 1n future network architecture and at the same time provide a broad coverage
of fundamental network concepts. Our view is that the student will be best prepared for
a tuture of constant change through exposure to network design alternatives.

TARGET COURSES

T'he book is designed for introductory courses in computer networks and in communi-
cation networks at the upper-level undergraduate and first-year graduate programs in
electrical engineering, computer engineering, and computer science. The book contains
all the basic material covered in typical onc-semester first courses in computer networks
and in communication networks. The book also provides additional material in each
chapter as well as advanced topics 1n the later chapters so that the book can be used
I & two-semester course sequence. The book is up-to-date in its coverage of emerging
network architecture and can also be used by engineering and computer professionals.

X Vil
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bandwidth-efficient transfer, 678
banyan switch, 513-5 14
Barker sequence, 462
base station, 264-265

base slat?on controller (BSC), 267. 268
base station subsystem (BSS), 267
base transceiver station (BTS), 267
baseband transmission, 130
Basic Encoding Rule ( BER), 865
basic header of IPv6, 593-594. 595
bas_ic rate interface (BRI), 248, 249
hasic service area (BSA), 449

basic service set (BSS), 449

BAsize field in AAL3/M4, 682

baud rate, 112

Baudot multiplexing syste

BCH codes, 189 T

beacon frame, 458

Bellman-Ford algorithm. 523-529
BER (Basic Encoding Rule), 865
Berkeley sockets, 62, 610

-

hcxlﬂ-ef:ric:-n connectionless packet transfer. 54
best-effort service. 19, 62, 285 ,

B-fru:nps (bidirectional) in MPEG. 827

g( 1P (Border Gateway Protocol), 63 1-640

b.-I|CI ( llmmdh.und Intercarrier interface) in ATM 664
Idirectional line switched ring (BLSR), 227 |

bidirectional links in Go-B

ldirection; -Back-N ARQ, 305—
b}dlrectlona] split-band amplifiers 153 g
big endian format, 66 |

b-mary digital transmission, 107, 108
b]nary information sequence, 130 135
bfnary linear code, 180 |
binary phase modulation, 140~4]

binary phase-shift keying (BPSK) modulation, 462
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cells in ATM, 5!(), 535. 061, 674
cellular communications. 164

Cellular Digital Packet Data (CDPD), 387
cellular radio communications, 264

binary sources, run-length coding for, 806 bundled link, 740
Binary Synchronous Communications protocol, 297  burst errors, detecting, 179-180
bind system call, 65-66 bursts of errors, 170-171, 189190

binding cache of the CH, 649 bursty speech, multiplexing of, 348~349

c_ircuil:-;. virtualization of, 23|
Cfl'CLl?l-SWi (ched telephone network, 23
circuit-switching networks, 206
cladding in optical fiber, 157

bipolar encoding method, 136, 137 bursty traffic, 12, 340, 399, 416418, 535 cellular radio telephony, 28 .,
bipolar line codes, 137 bus topology, 17-18 cellular telephone service. 9. 263-260 =4 (.ln::;s A addresses, 579-58()
birthday problem, 797 bus-type interconnection structure, 312 central controller, polling by, 390-39 l. ; C'ﬂ“ B addresses, 580
BISDN, 249, 661, 662 busy hours for a telephone system, 257 .J central office of the destination Icléphone 243 -(.,.Ll.h.h > uddmﬁ? 8, 380
Bisync protocol, 297 byte stuffing, 326, 327, 328 | centralized approach to medium shaing '3;7;373 El;l\sc range ol addresses, 647
bit error rate, 130, 166 centralized network apazement sysgcn; ‘gf;;__sﬁ; C.ldhh D addresses, 580

effect on Go-Back-N ARQ, 308-309 centralized routing, 516 iy Claﬁs‘ef addresses, 580

effect on Selective Repeat ARQ, 313
effect on Stop-and-Wait ARQ, 300
bit rates, 100, 111, 113-114, 133, 410
bit slip in a time-division multiplexer, 211
bit stuffing in HDLC, 327
bit synchronization accuracy, 325
bits, 44
block orientation of UDP, 73
blocked connection request, 256
blocked customers, 842
blocking, 51, 258, 859
blocking state, 303-304, 310, 311, 472
block-oriented information, 100, 101-103
BLSR (bidirectional line switched ring), 227
Bluetooth standards, 4635
BOOTP (Bootstrap Protocol), 646
Border\Gateway Protocol. See BGP
border hauter, 498
bounds on cycle times, 392
BRI (basic rate interface), 248, 249
bridged LAN, 466, 467
bridges, 465, 466
detecting the failure of, 474
learning the location of stations, 468—472
mixed-media, 477
operating at the MAC layer, 467
source routing, 467, 474-476
transparent, 467, 468—472
types of, 467
updating address changes, 471-472
broadband intercarrier interface (B-ICI), 664
broadband ISDN. See BISDN
broadcast addresses, 430
broadcast frames, routing, 476
broadcast networks, 368
broadcast storm, 472
broadcast television, 105-106
broadcasting to all machines in a LAN, 17
browsing the World Wide Web, 3638
BSA (basic service area), 449

C

CA (certification authority), 771
cable modem, 114, 154-156
cable modem termination system (CMTS), 156
cable telephony, 154
cable TV systems, 153—-154, 155
CAC (connection admission control), 550, 673
caching of web information, 85
call, setting up using H.323, 753, 754
call agents, 754
call attempts, success ratio of, 262
call management sublayer, 267, 268
CALL PROCEEDING message, 691, 692
call reference in a signaling message, 690
call setup procedure, 244
campus network, 497, 498
Canonical name (CNAME), 745
care-of address, 648
carried load of a queueing system, 849
carrier sensing multiple access MAC schemes.
See CSMA
Category 3 UTP, 151
Category 5 UTP, 151
CBC (cipher block chaining), 791
CBR ATM service category, 671, 672
CBR connections, QoS guarantees, 672
CCITT, digital hierarchy developed by, 211
CCITT Group 3 facsimile standard, 101, 102
CCITT polynomials, 177-178
CCK (complementary code keying), 464
CDMA (code-division multiple access), 203,
401-404, 414, 416-418
CDPD (Cellular Digital Packet Data), 387
CDV (cell delay variation) parameter, 670
CDVT (cell delay variation tolerance)
parameter, 671
cell error ratio (CER) parameter, 668
cell header format in ATM, 666—667
cell loss priority, 667

CEPT-1, 211

CER (cell error ratio) parameter, 668
certificate revocation list (CRL), 772
certification authority (CA), 771
CF-aware stations, 458

CFP (contention-free period), 454
CFP_Max_Duration parameter, 458
CFP_Rate, 458

CH (correspondent host), 648, 649
challenge, 767

Change Cipher protocol, 785
Change Cipher Spec protocol, 783
ChangeCipherSpec message, 784, 785

channel capacity. See Shannon channel capacity

channel identifier (CID), 679
channel signal recovery, 406

channel signaling in the telephone network, 251-252

channelization, 398-399
bursty traffic and, 416—418
orthogonal coding for, 405
schemes, 370
in telephone cellular networks, 408-415
channels, 107, 111, 125-126. See also
transmission medium

character-based frame synchronization methods, 326

character-based terminal, NVT acting as, 78

characters in the Baudot multiplexing system, 3

CHEC field in GFP. 328

check bits, 13, 167, 168, 171

checksum, 172-173, 667
cryptographic, 767-768, 775
TCP, 607

checksum field
removed from IPv6, 593

in a TCP segment, 606
in UDP, 601

chip, 462

choke packet, 559
chrominance signals, 822, 823
CID (channel identifier). 679

of IP addresses, 579-580
of routing algorithms, 516

classless interdomain routing (CIDR). 584 —
Class-Num field, 715 & ), 385

clear to send (CTS) frame. 455

clear to send (CTS) pin, 202

client networks, 722

client/server applications, 36, 610, 616

client-server network. 723

clipping, 813

clock frequency for synchronous services, 317

clock recovery, techniques for carrying out, 318-320
Clos nonblocking three-stage switch, 236-238

close system call, 68

CLOSED state in TCP, 616

closed-loop control, 549, 550, 358-560

clouds, representing networks as, 234
CLP bit, 667, 673

CLR_(cell loss ratio) parameter, 669
CM (call management) sublayer, 267, 268

CMIP (Common Management Information
Protocol), 860

Stirlfg(ccll misinsertion rate), 668 |
-MTS (cable modem terminatio
CNAME in RTCP. 745 CAA T ey
Coarse WDM (CWDM), 159

coaxial cable, 152-153

coaxial cable networks, 154

code-division multiple access, See CDMA
codepoints, reserved, 719

codewords, 167, 168, 169, 176, 801
collision domain, 433

collisions, 18, 370, 380-381

color images, 102, 822-823

color signals in WDM. 212

commercial radio, 263

Common Management Information Protocol
(CMIP), 860

common part convergence sublayer (CPCS), 675
678-679, 686 |

CIDR (classless interdomain routing), S84-585 communication

Cipher block chaining. See CBC ;l::crzlt?:rllss: ]324{31529’ s

CipherSuite list, 784, 785 long-distance, 4

| BSC (base station controller), 267, 268
BSS (base station subsystem), 267

I BSS (basic service set), 449
| BSS identifier (BSS ID), 452

cell loss ratio (CLR) parameter, 669 cipher, 765
cell misinsertion rate (CMR) parameter, 668
cell rate margin (CRM) parameter, 697

|!:r BTS (base transceiver station), 267 Cell Switch Router (CSR), 727 ciphertext, 765
i buffer management techniques, 548 cell transfer delay (CTD) parameter, .669—670 circuit switches, 234—235 networks, 1, 24-29
| buffer size, making arbitrarily large, 344-345 cell-delay variation in video applications, 688 1 circuit switchin g, 7,237, 243. 490 PI'OC‘ESS.228338—284
y £y 3 3 SBFVICB, 3 "'391 775"778

buffering for packet speech multiplexers, 351 circuit-level gateway, 775

cells (geographic), 264

companders, 813
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companding, 123, 195
complementary code keying (CCK), 464
complexity, relegating, 20
compliant connection, 673—-674
component links, 740
composite sinusoidal signal, 142
compression )
of analog signals, 812-819
ratio, 101, 103
techniques, 101, 103
of video signals, §23-826
computer networks, 9-12, 47
computer technology, 26
computer-centric architecture, 22
computer-to-computer networks, 14-15
concatenated STS frames, 221
concentration, 256-259, 349
concurrent server, 67
confederation, 633
confidentiality requirement, 764
configuration BPDUs, 473
configuration management, 861
confirmed service, 50
conforming pacKet, 551
congestion avoidance phase, 619
congestion control, 549
as addressed by closed-loop control, 538
in ARPANET, 16, 17
in ATM, 674
procedures, 852
for TCP, 617-620
congestion of packets, 45
congestion threshold, 619
congestion window, 618, 619
CONNECT ACKNOWLEDGE message, 691, 692
CONNECT message, 691, 692
connect system call, 66—67
connect-confirm message, 508
connection admission control (CAC), 550, 673
connection control in a switch, 8
connection establishment, 338, 616
connection release, 285, 338
connection release phase of a telephone call, 6, 7, 8
connection setup for ATM networks, 536
connection state, 786
connection termination phase of TCP, 603
connection types, supported by ATM, 664
connectionless approach, 22
connectionless best-effort delivery service, 576
connectionless mode, 62, 64, 863
connectionless network service, 492
connectionless packet switching, 502-507. See also
datagram packet switching
connectionless packet transmission service, 15
connectionless services, 50, 285, 334
connectionless transfer of datagrams, 423
connection-oriented approach, 22, 243, 493
connection-oriented mode, 62—-64 : |

connection-oriented services, 50, 284, 334,
492, 602-603 |
connections, 507. See also virtual circuit
assigning paths in a network to, 259
closing, 68
establishing and accepting, 66—67
establishing TCP, 607-609 |
connector pins, signals associated with, 20
connect-reject message, S08 J
connect-request message, 508
constant bit rate service category, 671, 672
constant service time, 853
constraint shortest-path routing, 560-561
contention mode in 802.11, 453
contention period (CP), 428, 454
contention services, 454
contention window (CW), 458
contention-free period (CFP), 454, 458
Content-length header line in HTTP
responses, 84—85
Content-type header line in HTTP responses, 85
continuous network topology, 148
Contributing Source (CSRC) list, 743, 744
control channel management, 740
control connection in FTP, 79, 80
Control Escape characters in PPP, 327-328
control fields in HDLC frames, 336
control frames, 293, 451
control functions, implemented by unnumbered
frames, 337
control messages, handling for the Internet, 589-592
control modules in RSVP, 709
control plane
AAL in, 684
in the BISDN reference model, 662
class of functions associated with, 254
supporting signaling and network control
applications, 665
of the telephone network, 250
controlled-load service, 708
controller in a packet switch, 511, 512
convergence sublayer (CS), 675, 676, 677
convolutional codes, 189
Cookie header line, 86
cookies, 86, 779
coordination
" functions, 453—459
sensitivity to reaction time, 397-398
cordless telephones, 163
correction mode, 667, 700
correction of errors, 186—190

correlator detector, 413

correspondent host (CH). See CH

cost, 107, 523. See also minimum COSt

counting to infinity problem, 529

CP (contention period), 428, 454

CPCS (common part convergence sublayer),
678-679, 686

crankback, ?’93, 696

675,

CRC (cyclic reduncancy check) codes, 13, 173,
175-176

CRC field, 453

CRC-based framing, 328-329

CRL (certificate revocation list), 772

CRM (cell rate margin) parameter, 697

crossbar interconnection fabric, 512

crossbar switch, 235

cross-connect systems. See SONET,
Cross-connect systems

crosspoints in a crossbar switch, 235

crosstalk, 148-149, 152

cryptographic algorithms, 775, 790-794

cryptographic checksums and hashes,
767-768, 775

cryptography, 765-770

CS (convergence sublayer) of the AAL, 675

CSI (convergence sublayer indicator) bit, 676, 677

CSMA (carrier sensing multiple access),
381-384, 386

CSMA-CA medium access control, 448

CSMA-CA protocol, 454

CSMA-CD, 384-387, 421, 427, 435-436

CSR (Cell Switch Router), 727

CSRC (Contributing Source), 743, 744

CTD (cell transfer delay) parameter, 669-670

CTS (clear-to-send) frame, 455

CTS pin, 202

customers in the system, 841

cut-through forwarding, 726

cut-through packet switching, 509-510

CW (contention window), 458

CWDM (Coarse WDM), 159

cycle time in polling systems, 392

cyclic redundancy check. See CRC codes

D

daemon, 36
daisy-chain formation for extension
headers, 597-598
data, transmitting and receiving, 67—68
data communications equipment
(DCE), 201, 202
data compression utilities, 101
data country code, 689
Data Encryption Standard (DES), 790-793
data frames, 451, 456, 457
data link controls, 45, 324
data link layer, 44, 45, 48, 324, 334, 423
data link PDU (DLPDU), 334
data link SDU (DLSDU), 334
data link services, 333-334
data part of the IP packet, 576
data structures, supported by FTP, 80
data terminal equipment (DTE), 201, 202
data transfer applications, 687
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data transfer in TCP, 611-612
data transfer modes, 335
data transfer phase, 284-285, 603
data transfer process (DTP), 80
data types, allowed in SMI, 865
database description packets in OSPF, 627
databases
special purpose processors at SCPs, 253
synchronizing in OSPF, 626-628
datagram network, 506, 532-533
datagram packet switching, 504-505
delays in, 505-506
full addresses required for, 508
routing table in, 517, 518, 519
datagram service, provided by IP, 9
datagrams, 19, 54, 77, 423, 573. See also
UDP datagrams
datalink layer, 254
date-and-time server, 98
Daytime port number 13, 87
dc compbnent in JPEG, 821
DCC (digital cross-connect), 246—247
DCC ATM format, 689
DCE (data communications equipment), 201, 202
DCF (distributed coordination function), 453,
454-458
DCEF interframe space (DIFS), 455
DCT (discrete cosine transform) coding,
819-820, 834
DE (default) PHB, 719
de facto standards, 29
de jure standards, 29
dead interval field in a hello packet, 626
decision errors, probability of, 133
decoding procedure, 802
decryption, 765
deficit round-robin scheduling scheme, 570
deflection routing, 521-522
delay analysis, 840-845
delay and loss performance, 840-859
delay basis, system operated on, 351
delay bound, providing, 707
delay guarantees, providing, 24
delay jitter, 351, 540
delay performance, 415-421
delay-bandwidth product, 297-298, 299
advertised window size and, 614
effect on Go-Back-N ARQ, 308-309
effect on MAC performance, 373-375
effect on Selective Repeat ARQ, 313
delayed ACKs in Stop-and-Wait ARQ, 295
delayed transmission by TCP, 612
delay/loss system, 840
delays, 102, 503-504, 557
delay-throughput performance of medium access
controls, 377
DELETE HTTP request method, 84
DeMoivre-Laplace Theorem, 564
demultiplexing, 51, 828—-829
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denial-of-service attack, 97, 764
dense wavelength-division multiplexing
(DWDM), 837
Dense WDM (DWDM), 159-160
density function, 133
departmental LLANs, 460
departure rate for packet transmission, 342
DES (Data Encryption Standard), 790-793
design, 34. See also system design
designated bridge, 472
designated port, 472
designated router, 623, 624
designated transit list (DTL), 695
destination address, 15, 451, 452
destination IP address field, 377
destination node in the Bellman-Ford algorithm, 524
destination port in a TCP segment, 605
destination SMTP server, 41
destination socket address, 58
destination-based forwarding, 727
detection mode, 667, 700
deterministic arrivals, 846
deterministic service times, 848
DF bit, 588
DHCP (Dynamic Host Configuration
Protocol), 646—647
differential coding techniques, 815
differential encoding, 137
Differential Manchester encoding, 136, 138
Differential PCM (DPCM), 105, 815-817
differentiated service IP, 547
differentiated services codepoint (DSCP), 718
differentiated services (DS) model, 717-722
Diffie-Hellman exchange, 772-773, 778-779
diffserv model. See DS model
DIFS (DCF interframe space), 4535
digital cellular telephone systems, 164
digital communications, 107-114
digital cross-connect system, 246247
digital formats for multimedia information, 23
digital microwave transmission systems, 165
digital modulation, modems and, 138-146
digital networks, telephone calls in, 243
digital radio in 28 GHz band, 114
digital regenerator, 109-110
digital representation
of analog signals, 114-124
of information, 100-106
digital sensing in CDPD, 387
digital services, end-to-end, 248-250
digital signal, 7, 349
digital signal | (DS1), 210-211
digital signature, 770
Digital Subscriber Loop Access Multiplexer
(DSLAM), 496
digital switches, 8
digital transmission, 107, 108, 124
of analog signals, 119-123
compared to analog, 107-110

fundamental concepts concerning, 99-100
B . s
fundamental limits in, 130-135 ;
hierarchies, 210-211 ]
technologies, 409 )
digital transmission lines, 16, 209, 340
digital transmission systems, 2--3
interfacing with analog switches, 8
of LANs, 18
properties of, 110-114
in telegraph networks, 4
in terminal-oriented networks, 14

Dijkstra’s algorithm, 530-532

direct sequence spread spectrum (DSSS), 462—-463

directory services, 771

DISC (disconnect) frame, 337, 338

discrete cosine transform coding, 819-820

Discrete Multitone system, 151

discrete network topologies, 148

discrete spectrum of a periodic function, 204

dissociation service, 450

distance properties of codes, 169

Distance-Vector Multicast Routing Protocol
(DVMRP), 646

distance-vector protocol, 526, 533

distortion, compensating for, 107

distributed approach to medium sharing, 373

distributed Bellman-Ford algorithm, 526

distributed coordination function (DCF), 453,
454-458

distributed network management system, 863

distributed routing, 16, 516

distribution frame, 245

distribution service in 802.11, 450

distribution system (DS), 449

““DIX" Ethernet standard, 427

DLE (data link escape) characters, 326
DLPDU (data link PDU), 334
DLSDU (data link SDU), 334
DMT (Discrete Multitone), 151
DNHR (dynamic nonhierarchical routing), 261
DNS (Domain Name System), 11, 20, 21, 40
protocol, 82
query, 37, 39-41
documents, retrieving from the Web, 37-38
domain, 499
domain names, 21, 68-69
domain-specific part (DSP), 689
“don’t fragment” (DF) bit, 538
dot product of two sequences, 406
dotted-decimal notation, 69, 580, 596
double errors, detectability of, 178-179
double-colon notation (::), 596
downstream-on-demand mode, 733
DPCM (Differential PCM), 105, 815-817:
dropper, 721
DS (distribution system) in 802.11, 449
DS (differentiated services) model, 717-722
DS field in the IP header, 718-719
DS signals, 210-211

DSCP (differentiated services codepoint), 718

DSLAM (Digital Subscriber Loop Access
Multiplexer), 496

DSP (domain-specific part) of the NSAP format, 689

DSSS (direct sequence spread spectrum), 462—463

DTE (data terminal equipment), 201, 202

DTL (designated transit list) in PNNI, 695

DTP (data transfer process) in FTP, 80

D-type connector, 201-202

dual leaky buckets, 554

dual-IP-layer (or dual stack) approach, 599—600

dual-mode operation, supported by IS-95 with
AMPS, 411

duration field in the 802.11 MAC header, 456

duration/ID field in the 802.11 MAC header,
451, 452

DVD movies, encoding of, 106

DVMRP (Distance-Vector Multicast Routing
Protocol), 646

DWDM (Dense WDM), 159

DWDM (dense wavelength-division
multiplexing), 837

Dynamic Host Configuration Protocol (DHCP),
88, 646647

dynamic nonhierarchical routing (DNHR), 261

dynamic range of speech signals, 816

dynamic routing, 516, 736

dynamic sharing of communication channels, 256

dynamic SLAs, 717

E-1, 211

E.164 ATM format, 689, 690

eBGP (external BGP), 633

ECB (electronic codebook) mode, 791

Echo (port number 7), 87

echo request and reply message format, 590-591

echo server, 70

echo-cancellation devices, 246

echoes, 246

ECMP (equal-cost multipath), 623

ED (ending delimiter) field, 442

EDFA (Erbium-Doped Fiber Amplifier), 160

edge LSR, 729

edges. See links

EF (Expedited Forwarding) PHB, 719

EFCI (explicit forward congestion
indication), 559, 667

effective bandwidth of a flow, 551

effective transmission time, 366, 367

efficiency, 314, 375

EGP (Exterior Gateway Protocol), 620

egress LSR, 729

egress MPC, 724

EHF (extremely high frequency) band, 162, 163

electrical signal, used by SONET, 214
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electromagnetic spectrum, 147
electromechanical Strowger switch, 251
electromechanical telephone switches, 6
electronic codebook mode (ECB), 791
electronic regenerators, 159—160
electronic serial number (ESN), 412
e-matl messages, 41—42
encapsulating security payload (ESP), 780, 781-782
encapsulation, 49, 60
encoded bits, mapping information bits into, 138
encoding procedure, 802
encryption, 765-770, 777
end system identifier (ESI), 689, 690
ending delimiter (ED) field, 442
end-to-end approach, 288—291
end-to-end argument, 493, 494
end-to-end closed-loop control, 558, 559
end-to-end connection, 8, 688
end-to-end delay, 503-504, 539-540
end-to-end digital services, 248-250
end-to-end flow control in TCP, 322
end-to-end process-to-process connection, 58
end-to-end propagation delay, 383
enterprise information modules, 867
entity body of an HTTP request message, 83
entropy, 804-805
ephemeral port number, 37, 52, 80
equal-cost multipath (ECMP), 623
equalizer, 108
Erbium-Doped Fiber Amplifier (EDFA), 160
Erlang B formula, 258, 857-859
Erlang service time distribution, 855
Erlangs, 257
ERO (explicit route object), 734
error bursts, 170-171
error channels, models of, 169-171
error codes in BGP NOTIFICATION messages, 636
error control, 13, 16, 167
error correction, 144, 186-190, 410
error detection, 167-171, 178-180, 185
erTor messages, 389-3592
error recovery in Selective Repeat ARQ, 310
error status value in SNMP, 865
error tolerance, degree of, 687
error vector, probability of the most likely, 187
ERROR_SPEC object in RSVP, 716
errors. See decision errors; transmission errors
ESI (end system identifier), 689, 690
ESN (electronic serial number) in IS-95, 412
ESP (encapsulating security payload), 780, 781-782
ESS (extended service set) in 802.11, 449—-450
ESTABLISHED state in TCP, 616
Ethereal open source package, 59-61, 90, xxii—xxiii
Ethernet, 138, 427-429, 437-438
Ethernet (DIX) standard, 430-431
Ethernet frames, 57, 61, 375
Ethernet II. See Ethernet (DIX) standard
Ethernet LAN protocol, 427
Ethernet LANs, 17-18, 56, 156
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Ethernet over twisted pair, 114

Ethernet switches, 433, 468

Euclidean Division algorithm, 174, 176-177
European digital hierarchy, 210, 211

even parity, 167

exchange code in a telephone number, 7
expedited forwarding PHB, 719

explicit feedback, 559-~560, 674

explicit forward congestion indication (EFCI), 667
explicit route object (ERO), 734

explicit routing, 532

explicitly routed LSP, 734

exponential arrivals, 846

exponential density function, 343
exponential service time, 855

cxtended LAN. See bridged LAN

extended sequence numbering, 337
extended service set (ESS), 449-450
Extension (X) field in RTP, 743

extension headers in IPv6, 593, 597-599
Exterior Gateway Protocol (EGP), 620
external BGP (eBGP), 633

external view of packet networks, 490
extremely high frequency (EHF) band, 162, 163

F

FA (foreign agent), 648, 649
facsimile standards, 102, 808-810
fair queueing, 542545
fairness, provided by a MAC protocol, 376
Fast Ethernet, 114, 152, 434-435
fast recovery, 619
fast retransmit, 619
fault isolation, 740
fault management, 861
FC (frame control) field, 443, 451, 452
FCS (frame check sequence), 423, 443
FDD (frequency-division duplex), 391, 401
FDDI (Fiber Distributed Data Interface), 161,
444-446
FDM (frequency-division
multiplexing), 208-209, 213
FDMA (frequency-division multiple access), 265,
399-400
compared to CDMA, 414
delay performance with bursty traffic, 416—418
using in AMPS, 408
FEC (forward error correction), 167, 677-678
FEC (forwarding equivalence class), 729
FF (fixed-filter) style, 713-714, 717
Fiber Distributed Data Interface (FDDI), 161,
444446
fiber switches, 233
FIFO (first-in, first-out), 540-541, 843
file structure, supported by FTP, 80
File Transfer Protocol. See FTP

files, transferring using FTP, 79, 80
file-sharing applications, 43 :
FILTER _SPEC object in RSVP, 716 f
filter specification, 707
filtering frames, 466, 467
filtering software in a protocol analyzer, 90
filters, 126 ,
filterspec in an RSVP reservation request, 71p
FIN bit in a TCP segment, 606 /
FIN segment in TCP, 614-615
finish tag for a packet, 544
finishing time, computing, 544545
firewalls, 774
first-generation cellular systems, 414
first-in, first-out. See FIFO
fixed length frames, 325
fixed-filter (FF) style, 713714, 717
flag-based frame synchronization, 326-328
flags, defining for IP routing, 583
flags field in the IP header, 577, 588
flat address assignment, 518-520
flicks. See video signals
flooding, 520-521, 773
flow, 594
aggregation, 347-348
control, 315
methods for ARPANET, 16, 17
in TCP, 604, 611
descriptor, 707, 716717
label, 593, 594
level, 549-560
specification, 707
flow-aggregate level, 560-561
flowspec in RSVP, 710, 716
fluid-flow fair queueing, 543, 544, 545, 546
Ford-Fulkerson algorithm. See Bellman-Ford
algorithm
foreign agent (FA), 648, 649
foreign network, 648
fork capability of SIP, 749
forward channels, available to base stations, 265
forward error correction (FEC), 167
forwarding database for a bridge, 468
forwarding equivalence class (FEC), 729
forwarding function of a packet switch, 511
“forwarding” state, 472
Fourier series, 203-204
fragment extension header, 599
fragment offset field in the IP header, 577, 588589
fragmentation, 589, 593, 598-599
Fragmentation_Threshold parameter, 457
fragments, 588
Frame Body field, 453
frame bursting, 436
frame check sequence (FCS), 423, 443
frame collisions, 378
frame control (FC) field, 443, 451, 452
frame delay, 418
frame format, 335-337, 474

frame length indication field in GFP 328
frame reject unnumbered frame, 337
frame status (FS) field. 442, 443
frame structure of a LAN. |8
frame synchronization, loss of, 325
frame transfer delay, 376-377. 415-421, 428-429
frame transmissions, collision of, 374
trame-filtering capability, 466, 467
frames
in the ARPANET, 16
1n ARQ protocols, 292
different meanings of the term, 217
encapsulating packets in, 16
encapsulating terminal messages inside, 13
in an Ethernet LAN, 18
exchanges of, 337-340
removing in token-passing rings, 394
in SONET, 217
transferring across a transmission link, 45
transmitting, 14
framing, 325-329
“framing bit” in a T-1 system, 210
framing method, 5, 13
free token, 393, 439
frequency bands, 209, 263—264
frequency components for a signal, 116-117
frequency domain, 124~128
frequency reuse, 264, 265,414
frequency shift keying (FSK), 139
frequency slots, assigning, 208
frequency-division duplex (FDD), 391. 401
frequency-division multiple access. See FDMA
frequency-division multiplexing
(FDM), 208-209, 213
frequency-domain characterization of a channel, 125
frequency-hopping spread spectrum, 460—461
FRMR frame, 337
FS (frame status) field. 442 443
FSK (frequency shift keying), 139
FTP (File Transfer Protocol), 11, 20, 78-81
full-duplex mode, 433-434
full-duplex transmission, 335
full-meshed LSPs, 732
fuil-rate channels, 409, 410
future network architectures and services, 22-24

G

G flag for IP routing, 583

G.711 voice standard, 752

G.992 standard for ADSL, 151
gatekeepers, 752

gateways, 19, 465, 751-752
gateways/routers, routing data between. 46
Gaussian probability density function. 133

GCAC (generic connection admission control),
696-697
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GCRA (generic cell rate algorithm), 673
general class of Hamming codes, 184
general distribution of service times, 848
General Packet Radio Service (GPRS), 411
Generalized MPLS ( GMPLS), 738-740. 838
generator polynomial, 175, 176, 179

generic cell rate algorithm (GCRA), 673
generic connection admission control
(GCAC), 696-697
generic flow control field, 666
Generic Framing Procedure (GFP), 328-329
generic signaling protocols, 255
geostationary satellite systems. 165
GET HTTP request method, 84
GFC field, 666
GEP (Generic Framing Procedure), 328-329
GIF (Graphics Interchange Format), 102
Gigabit Ethemet, 161, 435-436
global address, 430
global knowledge for routing algorithms, 515
Global Positioning System (GPS), 319, 411
global repair, 737 .
Global System for Mobile Communications
(GSM), 267, 268, 409-410
global titles, translating, 255
globally unique addresses, 54. 55. 575
GMPLS (Generalized MPLS), 138-740, 838
Gnutella file-sharing application, 43
go-ahead message, 391
Go-Back-N ARQ, 300-309
compared to Stop-and-Wait and Selective Repeat
ARQ, 314
effective transmission time for, 366
efficiency compared to Selective Repeat
ARQ, 313
goodput, 346
government regulation, 27-28
GPRS (General Packet Radio Service), 411
GPS (Global Positioning System), 319, 411
graceful close for TCP, 614—-615
graft message, sending in RPM., 645
Graphics Interchange Format (GIF), 102
group address in IGMP, 644
groups
in FDM, 209
of pictures in MPEG, 827
GSM (Global System for Mobile Communications),
267, 268, 409-410
guaranteed delay service for IP networks, 558
guaranteed service, 547, 707
guard bands, 209, 213, 399
guard times in TDMA systems, 400

H

H flag for IP routing, 583
H.225, 752, 754
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H.245 control channel, 752
H.261, 103, 825-826
H.323, 751-753
HA (home agent), 648, 649
half duplex, 433
Hamming code, 180, [81, 184, 188
Hamming distance, 185
handoffs, 265, 266
handover, 268
handshake procedure for CSMA-CA., 455
Handshake protocol, 783-785
handshakes in TCP, 607-608
handshaking, 145
hard state, 714
hash algorithms, 768
hashed message authentication code (HMAC)
method, 768 .
HDLC (High-level Data Link Control), 307,
333-340), 353
bit stuffing in, 327
frame structure of, 326-327
services provided by the LLC sublayer, 425
HDTYV, 106, 824, 828
HEAD HTTP request method, 84
header checksum field, 577
Header Error Control (HEC) method. 328. 667
header length field in a TCP segment, 606
header lines of an HTTP request message, 83
header overload, effect on goodput, 346
headers
added by OSI layers, 47, 48
tn ARQ frames, 292
In ATM, 661, 666-667
In frames, I3
in HTTP, 83
in [P packets, 576-578, 588, 393-594, 595
in PDUSs, 48
head-of-line (HOL)
blocking, 513
priority queueing, 541
HEC (Header Error Control), 328, 667
Hello packets, 625-626 |
Hello protocol, 624
hexadecimal digits, representing IPv6 addresses, 595
hidden-station problem, 448, 455
hierarchical addresses, 19, 520
hierarchical LSPs, 735
hierarchical routing, 259-260. 518-520
hierarchical telephone network structure, 7
High-level Data Link Control. See HDLC
high-rate DSSS, 464
HIPERLAN (hi gh-performance radio LAN )
standard, |64
HMAC (hashed messape authentication code)
method, 768
hogging, 540
HOL (head-of-line)
blocking, 513
priority queueing, 541

hold time field, 635
holding time, 257
home agent (HA), 648, 649
home location register, 266
home network, 497, 648
hop limit field, 594
hop-by-hop
approach, 290-29]
closed-loop control, 559 .
torwarding at the IP layer, 726
routing, 532
hopping patterns, 46|
hops, decreasing, 248
host byte order, 66
host ID, 579
containing all Os, 580
contatning all 1s, 580
1n an IP address, 19, 55, 575
host information, 69
host names, 21
“Host Unreachable” error message, 79
hosts, accessibility of, 87
hot-potato routing. See deflection routing
HTML (HyperText Markup Language), 36
HTTP (HyperText Transfer Protocol), 11, 20,
36-37, 82-.83
GET command, 574
headers, 83
messages, 83—85
proxy server and caching, 85
request message, 58, 59, 83, 84
response message, 83—85
as a TCP/IP application layer protocol, 53
using the service provided by TCP, 39
httpd server daemon, 36
hub, 432, 433
Huffman codes, 801-805
hunt state of the GFP receiver, 328-329
hybrid fiber-coaxial systems, 155
hybrid packet-switching approaches. 510
hybrid switches, 239240
hybrid transformers, 246
hyperexponential service time distribution, 855-856
hyperlinks, 82
HyperText Markup Language (HTML.). 36
HyperText Transfer Protocol. See HTTP

1

IAC (Interpret as Command) escape character, 78

IBGP (internal BGP), 633

IBM bisync protocol, 177

ICD ATM format, 689-690

ICMP (Internet Control Message Protocol), 86,
573, 589-592

Identification field in the IP header, 577, 588

identifiers, 537

idle periods in the Ethernet channel, 428
[DP (initial domain part) of the NSAP format, 689
IEEE (Institute of Electrical and Electronic
Engineers), 422
802 committee, 29, 422
802 LAN standards, 424
802.11 standard
DSSS physical layer, 462
frame structure, 451
infrared physical layer, 463—464
key in WEP, 789
LAN physical layers, 459
LLAN standard, 448—449
MAC architecture, 454
types of frames supported, 451
802.11a standard, 465
802.11b standard, 464
802.3 standard, 423, 424
LAN standard, 427
MAC frame structure, 429-431
physical layers defined for use with, 431-434
802.3ae 10 Gigabit Ethernet draft supplement, 436
802.3u standard, 434
802.3z Gigabit Ethernet standard, 435
802.5 standard, 423, 424, 439. 442
IEs (information elements), 690
IETF (Internet Engineering Task Force), 29, 592
I-frames, 336
in ARQ protocols, 292-293
in MPEG, 826-827
time-out values, 306-307
timers, 293
IES (interframe space), 454
VG bit, 474
IGMP (Internet Group Management
Protocol), 643-644
IGP (Interior Gateway Protocol), 620
IHL field in the IP header, 577
IKE (Internet key exchange) protocol, 778—780
imige and video coding, 819-829
IMP (Interface Message Processor), 15
implicit feedback, 559-560
impulse response of a channel. 128
incarnation, 604
Independence assumption, 854
independent control, 733
individual/pgroup (1/G) address bit, 474
Industrial/Scientific/Medical (ISM) bands, 164
infinite buffers, 344--345
information
bits, 138
block-oriented, 100, 101-103
digital representation of, 100—106
modules defined using SMI, 867
payload of the STS-1 frame, 218
stream-oriented, 100, 101, 103-106
transfer phase of a telephone call, 6, 7, 8
transmission capacity, 26
transmission rate of Stop-and-Wait ARQ, 299

Index 883

information elements (IEs), 690
information frames. See I-frames
information polynomial, 173
infrared channels, 647
infrared light, 166
infrared physical layer, 463-464
infrastructure network, 450
ingress LSR, 729
ingress MPC, 724
Ingress router, 718
initial domain part (IDP), 689
initial sequence number (1SN, 606, 608, 609
initialization vector (1V), 788, 789, 791
inner product of two sequences, 406
in-phase component, 142
input port, virtual-circuit routing table for, 509
input streams, synchronization of, 211-2 1
Institute of Electrical and Electronic Engineers.
See IEEE
Integrated Services Digital Network. See ISDN
integrated services model, 706, 717
integrity, 764, 767, 775-777
INTEGRITY object in RSVP, 716
intelligent network, 253
interarrival times, 343, 842, 846
interAS routing protocol, 631
interconnecting networks of different
technologies, 722-726
interconnection fabric in a packet switch, 512
interdomain level, 499
imterdomain routing, 630, 631
interexchange carriers (1XC's), 244
interface performance parameter in ATM, 670-671
interfaces, 35, 248
interference, 148, 162
interframe space (IFS), 454
interframe video coding methods, 824
Interim Standard 41 (IS-41), 267
Interim Standard 54/136, 409
Interim Standard 953, 411-415
Interior Gateway Protocol (IGP), 620
interior signal level, 134
interlacing, 823
interleaving method, 189—190
internal BGP (iBGP), 633
internal operation of networks, 490. 493—494
internal router, 624
International code designator, 689~690
International Organization for Standardization
(I1S0O), 43
International Telecommunications Union. See ITU
Internet, 9-12, 18-21
algorithm for the checksum, 172-173
applications and services developed for, 22-23
connection requirements, 646
connectionless transfer of packets across, 507
guaranteed service in, 707
hierarchical addresses in, 520
multilevel hjerarchical network topology, 501
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linear predictive methods, 105
linear protection against failures, 223-224, 225
linear topology for ADMs, 223-224

Internet—Cont. ipconfig utility, 88 labels
providing QoS 1in, 547 IPCP (Internet Protocol Control Protocol), 332 distribution protocols, 732-735

scalability, 630-631 [P-mapped addresses, 597 fundamentals of, 729730

r
|

wireless access to, 415 IPng. See IPv6 merging, 732 ines i

internet (private internetwork), 20 IPSec, 780-782 in SIgVII,gSfiS Elr?li g.]ci:s?gi;?us::rﬁ;rzl\ldidems
internet concept, 19 IPv4 (IP version 4), 576, 597, 599-601 switching, 727 (LAPM), 146, 307
Internet Control Message Protocol (ICMP), 86, IPv6 (IP version 6), 592—-601 label-switched path. See LSP Link Access f’mcehure—Balanced (LAPB), 307

573, 589-592 AH incorporated in, 781 | label-switching forwarding, 727 Link Access Procedure-Data (LAPD) 26§ 307
Internet Engineering Task Force (IETF), 29, 592 extension headers, 597-599 ; label-switching paradigm, 728 link bundling, 740 s 4
Internet family, structures for, 66 header format, 593 label-switching routers. See LSRs link connect%:fi[y provided by LMP, 740
Internet Group Management Protocol migration issues from 1Pv4, 599-601 LAN PHY, 436 link control prﬂl(;col (LCP), :}3’31 | |

|

(IGMP), 643-644

Internet header length (IHL) field, 577

Intermet key exchange (IKE) protocol, 778-780

internet layer of TCP/IP, 53-54

Internet packet, encapsulating a TCP segment
into, 58

Internet Protocol. See IP

Intemet Protocol Control Protocol (IPCP), 332

Internet Service Provider (ISP), 331, 499

internet sublayer of the network layer, 46

internet subtree, 866—-867

Internet telephony, 751

internetwork, 18-19, 46

interpolation filter, 118, 119

Interpret as Command escape character (IAC), 78

inter-ring gateways, 230
intersymbol interference, 131
intradomain level, 499
intradomain routing, 630
intraframe video coding, 824
intranet, 579
intserv model, 706, 717
INVITE message in SIP, 748
IP (Internet Protocol), 11, 19, 576
address manipulation functions, 69
addresses, 19, 55, 579-581
classes of, 579
communicating dotted-decimal notation, 69
converting domain names into, 68—69
mapping to MAC addresses, 586
parts of, 520, 575
component networks as data link layers, 507
datagrams, 5658, 61, 714
header, 588
Internetworks, 507
network addresses, 574
network view of an internet, 56
networks, 331-332
packet format, 576-578
packet header, 578
packets, 329, 574, 578. See also datagrams
routers, 19
routing, 583-584, 725-726
telephony, 751
utilities, 86—89
IP Security (IPSec), 780-782
IP version 6. See IPv6
IP+ATM networks, 725

network addressing, 594-597
IrDA standards, 166
ISDN (Integrated Services Digital Network), 150
signaling, 690
standards, 248, 661
user part protocols, 254, 690

ISM bands, 164
ISN (initial sequence number), 606, 608, 609

ISO (International Organization for
Standardization), 43

ISP (Internet service provider), 331, 499

ISUP protocols, 254, 690

ITU (International Telecommunications Union), 29

ITU-T, 151, 307

IV (initialization vector), 788, 789, 791

IXCs (interchange carriers), 244

J

jamming signal in CSMA-CD, 384
jitter, 351, 540

JPEG (Joint Photographic Experts Group), 102-103,

820-823, 834
jumbo payloads in IPv6, 593, 598, 599

K

Karn’s algorithm, 620

KDC (key distribution center), 770-771
keepalive messages, 633, 635

Kerberos authentication service, 771
key, 765

key request message, 779

key response message, 780

keyed MD35, 768

L
label distribution protocol (LDP), 733-734
labet pop, 730
label push, 730

. label stack, 731

LANSs (local area networks), 17-18
accessing packet-switching networks, 497
adapter cards, 422
architecture, 18
bridges, 465-467
building large networks, 427
interconnecting, 477
protocols, 421-427
standards, 161, 422—427
structure of, 422—-423
using twisted pair, 151-152
virtual, 477-479
LAPB (Link Access Procedure-Balanced), 307
LAPD (Link Access Procedure-Data), 268, 307
LAPM (Link Access Procedure for
Modems), 146, 307
large LAN networks, building, 427
large packets for IPv6, 598
last conforming time (LCT), 552
“last mile,” 245
LATAs (local access and transport areas), 244
layer n entities, 48
layered architecture, 35
layers
of the BISDN reference model, 662
defining the interaction between, 35
grouping of communication functions into, 34
viewing elements of computer network
architecture as, 17
LCP (link control protocol), 331
LCT (last conforming time), 552
LDP (label distribution protocol), 733
leaf routers in RPM, 645
leaky bucket, 551-555
learning process, used by a bridge, 468-472
Lempel-Ziv data compression,146, §10-812
LEOS (low-earth orbit satellites), 166
LF (low frequency) band, 162, 163
LGN (logical group node), 694—-695
light paths, 231, 838
light, speed of, 4
line card in a packet switch, 511-512
line coding, 135-138
line layer, pmtectmg against failures, 223—-224 225
line overhead in SONET, 217-218
linear channels, 124
linear codes, 168, 180-186
linear predictive coders (LPC), 816

link failure, Bellman-Ford algorithm
reaction to, 528-529
Link Management Protocol (LMP), 740
link protection/restoration, 738
link-local addresses, 597
links, 340-352, 522-523. See aiso hyperlinks
link-state advertisements. See LSAs
link-state databases, 622, 627
link-state protocol, 532, 533, 534
link-state request packets, 628-630
link-state update message, 628
listen system call, 67
little endian format, 66
Little’s formula, 842845
LIL.C sublayer, 423, 424
LLC (logical link control) sublayer, 425-427
LILLC-SNAP header, 431
LMP (Link Management Protocol), 740
load, 342, 417. See also normalized throughput
loading coils, 150
local access and transport areas (LATAs), 244
local addresses, 430, 597
local area networks. See LANS
local identifiers, 536, 667
local loop, 245, 246
local name servers, 40
local networks, SONET ring structure in, 229
local repair, 737-738
local traffic, 620
local VCI versus global, 517
LOCAL_PREEF attribute, 639
logica1 group node (LGN), 694—-695
logical IP addresses, 498
logical link control (LLC) sublayer, 423, 424,
425-427, 431
logical topology, 574
logically fully connected topology, 225, 226
log-PCM format, 123
long code pseudorandom sequence in IS-95, 412
long messages versus packets, 504
long-distance communication, 4
longest prefix match, 585
longhand division, 174
long-lived flow, 724
long-term dependency, 813-815
“longwave” light source, 161
loopback addresses, 597
loops, removing in a network, 472-474
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MM (mobility management) sublayer, 267, 268
M/M/1 queueing model, 344-345, 857
M/M/1/K queueing model, 343, 847-854
M/M/c/c queueing model, 857-859 multiple access networks, 368

MNP error-correction protocols, 308, 812 multiplexer systems for terminal-oriented
MNPS5 lossless data compression networks, 13

algorithm, 831-832 multipl
| . piexers, delay performance of, 8435
Mobile Data Link Protocol (MDLP), 307 multiplexing, 51, %’2[3 207-208, 287

mobile hosts (MHs), 648 in AAL3/4, 682-683
mobile IP routing, 647—649 benefit of, 341

mob!le station, 451 digitized voice signals, 7-8
mobile switching center (MSC), 265 gain, 258, 350

mobile telephone services, 264, 265 ID, 680—-683

mobile users, 263, 264 in MPEG-2, 828-829

mobility management (MM) sublayer, 267, 268 over a single telegraph circuit, 3

multimode medium access controls, 398
multipath fading of radio systems, 162
multiple access communications, 370-377

it (| loose source routing, 533 “maximum” CTD, 669-670 ;
i | losing station, 374 maximum departure rate for packet {

loss basis, system operated on, 351 transmission, 342 |
maximum segment lifetime (MSL), 603, 613-614

maximum segment size (MSS), 606, 613
maximum throughput, 374, 386, 389, 395-396
maximum transmission unit (MTU), 575, 577—588

maximum window size
in Go-Back-N ARQ, 304-305

| lossless data compression, 102, 801, 811
(N lossy data compression, 102, 812
| | lost packet, 604
1) low frequency (LF) band, 162, 163
| low-bit-rate digital streams, 678
| | low-earth orbit satellites (LEOS), 166
| J! | low-pass communication channel, 130 in Selective Repeat ARQ, 311-312

LPC (linear predictive coders), 816 maximum-length sequence generator, 403
LSAs (link-state advertisements), 625, 627—-628 MBONE (multicast backbone), 641, 646
LSP (label-switched path), 729, 731, 733 MBS (maximum burst size), 553-554, 670

LSRs (label-switching routers), 729, 739 MCR (minimum cell rate) parameter, 670
luminance signal, 822, 823 M/D/1 queueing system model, 848

M

M, indicating exponential distribution, 847
MAC (message authentication code), 768, 783
MAC addresses, 426, 451, 586

MAC frame structure, 429-431

MAC header, 451

MAC layer, bridges operating at, 467
MAC (medium access control) protocols, 368
classes of, 377-387
compdred to a statistical multiplexer, 415
delay-throughput performance of, 377
methods, 12
multimode, 398
procedure, 45
scheduling approaches to, 387-398
schemes, 397-398
selecting for a given situation, 376
In a terminal-oriented network, 14
MAC schemes, 370
MAC standards, defined by IEEE, 423, 424
MAC sublayer, 423—424, 453
managed devices, 862
management frames, 451
Management Information Base (MIB), 863,
865, 867868
management information, provided by an agent, 862
management plane, 662
Manchester encoding, 136, 137, 138
Manhattan street network, 522
man-in-the-middle attack, 764, 773
MANSs, providing connectivity across, 437-438
mappings, 220
Marker (M) field in RTP, 743
marker field in a BGP header, 634
markers, setting DSCP in packet headers, 721
market existence, 28
mastergroup in FDM, 209
Master/Slave bit, 627
master/slave polling arrangement, 12-13
maximum burst size (MBS), 553-554, 670

MDS5 algorithm, 768
MDLP (Mobile Data Link Protocol), 307
MED attribute, 638-639
media gateway, 753-754
medium access control. See MAC
Medium Access Control sublayer, 423-424, 453
memory in the packet arrival process, 351-352
mesh topology networks, 230-231
message authentication code, 768, 783
message digest 5 algorithm, 768
message formats
HTTP, 83
RSVP, 715-717
message identifier. See MID
message mode for AAL3/4, 681
message switching, 502-504
message transfer part (MTP), 254
message transfer phase of a telephone call, 244
message transfer service, 12

message types
defined by BGP, 634

in RSVP, 715

messages, 17, 286

meters, 721

methods, invoked by SIP requests, 747-748

metropolitan area, SONET ring
networks in, 229-230

MF bit, 588

M/G/1, 848, 854-857

M/G/c/c system, 859

MHs (mobile hosts), 648

MIB (Management Information Base), 863,
365, 867-868

Microcom Network Protocol error correction
protocols, 308

microwave transmission systems, 163

MID (multiplexing identifier), 682—683

MIME (Multipurpose Internet Mail Extensions), 4.1

minimum cell rate (MCR) parameter, 670

minimum cost, 525, 526-528

minimum distance of a code, 185, 188-189

minislot time, 428

mixed-media bridges, 477

mixers in RTP, 743

modem devices, 12
modems, 138—-146, 307
modulation, 4. See also digital modulation
modulo 2 arithmetic, 168
monitor M bit, 443
monopoly environment, 27
Moore’s Law, 26
“more fragment” (MF) bit, 588
Morse telegraph system, 2—3
motion compensation, 825
motion vector, 825
moving pictures. See video signals
MP3, 43, 105, 819
MPDUs, 456
MPEG (Motion Picture Expert Group)
audio standard, 105, 819
layer 3 audio compression, 43, 105, 819
multiplexing, 828829
video coding standards, 826-828
MPEG-1, 827
MPEG-2, 105-106, 688, 827
MPEG-4 coding standard, 828
MPLS (Multi-Protocol Label Switching), 539,
727-740
MPOA (Multiprotocol Over ATM), 724-725
MSC (mobile switching center), 265
MSL (maximum segment lifetime), 605, 613—614
MSS (maximum segment size), 606, 613
MTP (message transfer part), 254
MTSO (mobile telephone switching office), 265
MTU (maximum transmission unit), 575, 587—588
MULTI_EXIT _DISC attribute, 638—639
multibyte words, storing, 66
mu{}icast addresses, 430), 594
multicast backbone (MBONE), 641
multicast routing, 640-646
multicasting, 430
“multidrop” line arrangement, 12—13
multthomed AS, 620
multilevel hierarchical network topology, 501
multilevel transmission, 112, 132-133
multilink PPP, 331
multimedia information, 23
multimode fiber, 158

tag, 51
multipoint-to-point LSPs, 732
Multiprotocol Label Switching. See MPLS
Multiprotocol Over ATM (MPOA), 724725
multiprotocol routers, 331
Multipurpose Internet Mail Extensions (MIME), 41
multistage switches, 236
multitoken operation, 394, 395-396
multitoken ring system, 419—420

N

N(S) field in the HDLC I-frame, 336
Nagle algorithm, 612
NAKSs in ARQ control frames, 293
name space, hierarchical structure of, 20
name-to-address-conversion functions, 69
NAPs (network access points), 500
Napster file-sharing application, 43
NAT (network address translation), 497, 647
National Institute of Standards and Technology
(NIST), 790, 792
national ISPs, 500-501
National Television Standards Committee (NTSC)
standard, 153

NAYV (network allocation vector), 456
NCP (network control protocol), 331
near-far problem, 403
negotiations of Telnet options, 78
neighbor field in a hello packet, 626
neighbor routers, 624, 625
netstat, 86, 88-89, 584
network access points (NAPs), 500
network address translation (NAT), 497, 647
network addressing in IPv6, 594597
network allocation vector (NAV), 456
network architecture, 35

current trends in, 837-839

essential elements of, 21-22

evolution of, 2-22

layered structure of, 17
network byte order, 66
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network control protocol (NCP), 331

network elements, 21-22
network ID, 19, 55, 575, 579
network interconnection models, 722-726
network interface card (NIC), 56, 422-423
network interface layer, 54, 575
network layer, 44, 45-46, 48, 492—493, 495
network layer PDU (NLPDU), 334
network layer reachability information (NLRI)
field, 637, 638
network layering, collapsing into one optical
layer, 838
network management, 861-863
network performance parameters, 668—669
network protocol analyzers, 59-61, 89-90
Network Service Access Point (NSAP) format, 689
network services, 492-495
network status, 88
network utility functions, 68-77
network virtual terminal (NVT), 78
network-network interface (NNI), 664, 666
networks
average packet delay, 854
consisting of links and switches, 234
essential function, 492
flow of traffic, 347
gathering statistics, 75
interconnecting, 465
management, 860—-868
monitoring, 262
representing as clouds, 234
security threats, 764
sighaling system, 9
survivability, 736-738
of telegraph stations, 3
terminal-oriented, 12-14
next header field in IPv6, 594
NEXT_HOP attribute, 638, 639
NIC (network interface card), 56, 422—423
NIST (National Institute of Standards and
Technology), 790, 792
NLPDU (network layer PDU), 334
NLRI (network layer reachability
information), 637, 638
NNI (network-network interface), 664, 666
node 1dentifier, adding to a packet, 521
node or link failures, 515
node protection/restoration, 738
nodes, 522-523
noise, 112, 113, 133
nonassured delivery, 687
nonblocking switch, 235, 236-238
nonce, 767
nonconforming packet, 552
nonconforming traffic, 551
nonintrusive monitoring, 110
nonpersistent connections, 8§2--83
non-Persistent CSMA, 382, 383-384
nonreal-time_connections, 671-673

nonrepudiation, 763, 770 :
nonreturn-to-zero (NRZ) encoding, 135, 137
nonuniform quantizers, 813 J
normal response mode (NRM), 335, 338-339
normalized delay-bandwidth product, 375
normalized throughput, 375, 376

North American digital hierarchy, 210, 2;1 1
North American numbering plan, 243 |
NOTIFICATION message in BGP, 636
nrt-VBR ATM service category, 671, 672
NRZ (nonreturn-to-zero) encoding, 135, 137
NSAP (Network Service Access Point) format, 689
NTSC standard, 153

NVT (network virtual terminal), 78

Nyquist sampling rate, 119

Nyquist sampling theorem, 204-205
Nyquist signaling rate, 130—132

O

OADMs (optical add-drop multiplexers), 231-232
OAM cells in ATM, 667
object classes in RSVP, 715-716
OBJECT IDENTIFIER data type in SMI, 865
OC-48 signal, 221
OC-n signals, 215
octet-synchronous physical layers, 329
odd parity, 167
offered load, 257
olympic service, 720
omnidirectional systems, 163
one pass with advertising (OPWA) model.
See OPWA
one-dimensional modified Huffman coding
technique, 808-809
ON-OFF flow control, 316
on-off models, 351
OPCODE value, 40
OPEN message in BGP, 634635
Open Shortest Path First (OSPF) protocol, 622—631
open systems interconnection model. See OSI
reference model
open-loop control, 549--558
operations, administration, and maintenance (OAM)
cells, 667
optical add-drop multiplexers (OADMs), 231-232
optical amplifiers, 160
optical band, width of, 159
optical carrier level-n signals, 215
optical computing, 234
optical cross-connect system, 233
optical fiber, 156—-161
attenuation in, 159
Increasing the information carried by, 212
switching system, 233
transmission system, 114, 158-159
optical layers, associated with SONET, 216

optical mesh networks, 233
optical networks, 24, 232
optical transmission technology, 213-214
optical transport networks, 231-234
optical-to-electronic conversion, 159~160
option negotiations in Telnet, 78
optional BGP attributes, 637—638
options field

in the IP header, 577-578

in 2 TCP segment, 606-607
OPTIONS HTTP request method, 84
OPWA model, 716
ordered control, 733
Organizationally Unique Identifier (OUI), 430
ORIGIN attribute, 638-639
orphan frames, 443
orthogonal spreading, 404—408
OSI reference model, 43-44

layers of, 44—48

lower layers of, 423, 424

telephone network and, 249-250
OSPF (Open Shortest Path First) protocol, 622-631
OUI (Organizationally Unique Identifier), 430
out of band, signaling, 249
output signal, effect of a channel on the shape

of, 127-128

overlay model for network Interconnection, 723--725
overload condition for packet transmission, 344
overload controls, 261-263
oversubscription, 496-497, 564

P

- pacing of service models, 287

packet access grant channel, 411

packet and circuit switching, 23-24

packet classifiers in the intserv model, 706
packet data traffic channel, 411

packet delay, 343-344, 556

packet drop profile in RED, 548

packet flows, 341, 709-710

packet header format in RTP, 743-745
packet information, mapping into SONET, 215
packet losses, 342, 343-344, 540

packet multiplexing, 340-352, 534, 535
packet networks, 52

packet random access channel, 411

packet schedulers in the intserv model, 706
packet switches, 15, 511-514

packet transfer protocol, 293

packet transfer service, 14

packet transmission time, 849
packet-by-packet fair queueing, 543-544, 547
packetization delay, 350

packetized elementary streams (PES), 829
packetized speech, 348-352

packet-level traffic management, 539-548
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Packet-over-SONET (POS), 328-329
packets, 14, 340, 341, 490, 504, 574
arrival rate of, 342
departure rate of, 342
encapsulating over point-to-point links, 329
encapsulation into a MAC frame, 426
filtering, 774
fragmenting, 589
versus long messages, 504
routing, 15-16, 578, 585
transterring across multiple networks, 9
packet-switching networks, 14—15, 490
analyzing delays in, 844845
connecting to, 45
handling real-time multimedia, 23
providing connectivity among users, 501
representing as clouds, 501, 502
routing in, 515-522
selecting transmission speeds in, 854
topology of, 496-501
packet-switching signaling network, 252
padding field, 578, 743
page structure, supported by FTP, 80
paging systems (“beepers”), 163
PAL standard, 153
PAP (Password Authentication Protocol), 332
parallel ring networks, 230
parent port in RPB, 641
parity checks, 167, 171
passive open, 62—-64, 610
Password Authentication Protocol (PAP), 332
path attributes, 637
path level, protection at, 226
Path messages, 710-711, 716
“path MTU discovery” procedure, 598
path overhead information in STS-1, 218
path protection/restoration, 737
path vector information, 632
paths in a SONET system, 216
PathTear message, 715
payload format document for RTP, 741
payload 1n an ATM cell, 661
payload length field in IPv6, 594
Payload Length Indicator (PLI) field, 328
payload type field, 667, 744
PC (point coordinator), 458
PCF (point coordination function), 453-454,
458-459
PCF interframe space (PIFS), 455

PCM (pulse code modulation), 99, 104, 123, 813

PCMCIA card, 423

PCR (peak cell rate) parameter, 670
PCS (Personal Communication Services), 164,

268-269

PCs, connecting to IP networks, 331-332
PDAs (Personal Digital Assistants), 268—269
PDUs (protocol data units), 48, 59-61, 283, 574
peak cell rate (PCR) parameter, 670
peak rate of a given traffic flow, 553
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0 | peak-to-peak CDV, 670 plaintext, 763

| '\! pedestals, 245 planes in the BISDN reference model, 662 Pretty Good Privacy (PGP), 770

4 CIF ' 114 .
primary rate interface (PRI), 248, 249 QCIF videoconferencing, 106

|

peer group (PG), 694, 695
peer group leader (PGL), 695
peer interface, 48, 49
peer model of network interconnection, 725-726
peer processes, 48—49, 283
peering points, 500
peers, 43
peer-to-peer protocols, 48, 284, 352
compared to MAC protocols, 368-369
operating across single hops, 288
operating end-to-end across networks, 288—289

performance management, 861
performance modeling of network tratfic flow, 347

per-hop behaviors (PHBs), 717-718, 719-720
periodic function, 203-204

periodic signals, 115-118

permanent virtual circuits, 507

permanent virtual connections (PVCs), 664, 668
permanently labeled nodes, 530

persistent connections, 83
Personal Communications Services (PCS), 164,

268-269
Personal Digital Assistants (PDAs), 268-269
personal mobility, 253, 269
PES (packetized elementary streams), 829
P-frames (predictive) in MPEG, 827
PG (peer group), 694, 695
PGL (peer group leader), 695
PGP (Pretty Good Privacy) software, 770
phase alternation by line, 153
phase modulation techniques, 140-146
phase shift keying (PSK), 139
phase-shift function, 125
PHBs (per-hop behaviors), 717-718, 719-720
physical addresses, 56, 423, 430, 574
physical carrier sensing, 453
physical circuit, 23
physical configuration view of an internet, 56
physical LAN addresses, 498
physical layer convergence procedure
(PLCP), 459-464

physical layers

defined for use with IEEE 802.3, 431-434

of the OSI reference model, 44, 48

of the user plane, 665
physical medium dependent (PMD), 459, 460, 665

physical networks, packet-size limitations of, 587
physical ring topology, connecting ADMs, 225

physical-layer extensions for IEEE-802.11, 464—-465

PI (protocol interpreter), 80
Picturephone service, 28

PIFS (PCF interframe space), 435
piggybacking, 305-306, 307, 611
pilot signal in IS-93, 413

PING utility, 86—87, 590, 591-592
pipelined procedure, 301

pixels, 102, 808

PLCP (physical layer convergence ;
procedure), 459-464
PLI field in GFP, 328
PMD (physical medium dependent), 459, 460, 665
PNNI specification, 693-697 '
point coordination function (PCF), 453—454,
458-459 J

point coordinator (PC), 458

pointers, 218, 677

points of presence (POPs), 499
point-to-multipoint connections, 664, 692
point-to-point connections, 664
Point-to-Point protocol (PPP), 329-333, 352-353
point-to-point virtual connection, 692
point-to-point wireless systems, 165
Poisson process, 256-257, 343, 846

polar NRZ encoding method, 135-136
polarity inversion, 137

policing, 551-554, 670

policy control in RSVP, 709

policy database, 722

POLICY _DATA object in RSVP, 716
Poll/Final bit, 336

polling messages, 391

polling systems, 390-392, 396397, 418—-420
polynomial addition, 173

polynomial arithmetic, 173-173

polyhomial codes, 173-180

POP3 (Post Office Protocol version 3), 41
POPs (points of presence), 499

port, 36

port 20 in FIP, 80

port 21 at the server, 79

port 25, 42

port 53, 41

port 80, 37, 38, 574

port 179, 633

port numbers, well-known, 36

portable station, 451

portable telephones, 263

portal, 450

port-based VLANSs, 478—-479

POS (Packet-over-SONET), 328-329
POST HTTP request method, 84

Post Office Protocol version 3 (POP3), 41
power control mechanism, 403

p-Persistent CSMA, 382

PPM (pulse-position modulation), 463

PPP (Point-to-Point protocol), 329-333, 352-353
preamble signal in TDMA, 400

prediction error, 816

prediction gain, 817

predictive coding, 813817

premature time-outs, 295

presentation layer, 44, 47, 48

pre-SONET mulitiplexing, 222

pre-sync state of the GFP receiver, 329

primitive data types in SMI, 865

pr;’ori Ly access mechanism, 443

pr.mr.ily Flusses tor HOL priority queueing, 540
Priority in carrier sensing access systems, 387
priority queueing systems, 856

priority lag, sorting packets according to, 541-542

privacy, 769, 775, 777-778. 783
requirement, 764, 767
service, 450

private key, 769

private networks, addresses for, 580
private peering points, 500

probe, 868

processing capacity of a server (transmission

line), 847

processor sharing. See fair queueing
process-to-process connection, S8

profile specification document for RTP. 741
program stream, 829

promiscuous mode, 89, 423, 466
propagation delay, 102, 147, 297, 298, 375
propagation properties of radio waves, 162—163
protection line, 223-227
protection mechanisms, 736-738
protection switching in UPSR, 227
protocol analyzers, 59-61, 89-90
protocol data units. See PDUs
protocol family, 65
protocol field in the IP header, 577
protocol interpreter (PI), 80
protocol stacks in the cellular network, 267

protocol type field in an Ethernet frame, 57
protocols, 10, 36, 54

provider-based unicast addresses, 597

proxy agent, 862

proxy server, 748, 749, See also web proxy servers
prune message in RPM, 645

pseudoheader, 602, 607

pseudorandom sequences, 403

PSH bit in a TCP segment, 606

PSK (phase shift keying), 139

public key cryptography, 769

public keys, 769, 771

public peering points, 500

pulse, 141

pulse code modulation (PCM), 99, 104, 123, 813
pulse-position modulation (PPM), 463

push command in TCP, 323
PUT HTTP request method, 84

PVCs (permanent virtual connections), 664, 668

Q

Q.2931, 692

QAM (Quadrature Amplitude Modulation), 141.
142, 143

QoS (quality of seryice)
guarantees, 547
paramelers specified for ATM. 536

performance parameters « ecified i
] | ed in ATM,

providing in the Internet, 547

providing to different connections in A

sausfying for a flow, 550-551 g i

for a service model, 285
QPSK (quarternary PSK), 462

Quadrature Amplitude Modulation
142, 143 S

quadrature-phase component, 142
qua]il:y of a digital transmission system. 130
quantization error, 120-121, 122
quantizers, 104, 115, 120, 123-124
queue, 540, 846
queueing models, 845-849
queueing systems
basic elements of, 846
classifying, 847-849
ideal, 847
Increasing in scale, 853-854
maximum number of customers allowed in, 847
sequence traversed by a packet, 539

R

radio air interface, 268

radio broadcasting service, 263
radio channels, 647

radio communication, 162, 370-371
radio LAN in 2.4 GHz band, 114

radio resources management (RRM) sublayer,
267, 268 '

radio telephony, 263
radio transmission, 162-166
radio waves, 162—163
random access
class of MAC protocols, 377-387
compared to scheduling, 397-398
delay performance of, 421
MAC techniques, 386
random backoff procedure of CSMA-CA, 457-458
random bit error model, 170, 185—186
random early detection (RED), 548, 720
random error vector model, 169—-170. 185
RARP (Reverse Address Resolution Protocol), 587
RBOCs (regional Bell operating companies), 244
reaction time, coordination to, 397-398

read system call, 68
ready state

in Go-Back-N ARQ, 303-304
in Selective Repeat ARQ, 310, 311
in Stop-and-Wait ARQ, 296297

real-time communications, 23, 105
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real-time connections, 671
real-time transfer of multimedia, 23
Real-Time Transport Protocol. See RTP
real-time' variable bit rate service category, 671, 672
reassembly, 50, 51
reassociation service, 450
receive not ready (RNR) frame, 337
receive ready (RR) frames, 336
receive window
in Go-Back-N ARQ, 302-303
in Selective Repeat ARQ, 309
in TCP, 322
receiver
in Go-Back-N ARQ, 304
in Selective Repeat ARQ, 311
in Stop-and-Wait ARQ, 297
receiver address in 802.11, 451, 452
receiver filter, 126
Receiver Report (RR) packets, 745-746
receiver-initiated reservation in RSVP, 710-711
recombining, 52
Recommended Standard (RS) 232, 201-203
record structure, supported by FTP, 80
recursive route lookup, 638
recvfrom system call, 68
RED (random early detection), 548, 720
redirect server in SIP, 749
redundancy, 169
Reed-Solomon codes, 189
refresh traffic overhead in RSVP, 714
regeneration, cost of, 160
regional Bell operating companies (RBOCs), 244
regional networks, SONET ring structure in, 229
REGISTER method in SIP, 750
registration message in SIP, 748
regulated user information arrival rate, 347
regulation
of communication networks, 27-28
of radio frequency bands, 263-264
REJ (reject) frames, 336-337
relative URL, 83
RELEASE COMPLETE message, 691, 692
RELEASE message, 691, 692
reliability -
of digital transmission, 111
of a packet-switching network, 252—-253
provided by a MAC protocol, 376
provided by the TLS Record protocol, 783
of service models, 287
reliable communication, 134

repudiation, 765

request methods in HTTP, 83, 84
request-driven label assignment, 727
request/response interactions in SNMP, 864
request-to-send (RTS) frame, 455
Reseaux IP Europeens (RIPE), 620
resensing time, rescheduling, 382
reservation ALOHA system, 389-390
reservation merging in RSVP, 711
reservation styles in RSVP, 712-714
reservation systems, 388-390, 396-397
reserved field in a TCP segment, 606
reset (RST) segments, 616

residential gateway, 753-754

residual timestamps, 677

resolver, 40
Resource Reservation Protocol. See RSVP

resource reservations, 709, 710-711
response, 767

response messages in HTTP, 83
restoration mechanisms, 736—738
result code 200, 38

Resv message, 711, 716

ResvTear message, 7135

retransmissions
in Selective Repeat ARQ, 310
in TCP, 323-324, 603-604
Reverse Address Resolution Protocol (RARP), 587
reverse channels, available to base stations, 263
reverse-path broadcasting (RPB), 641-643
reverse-path multicasting (RPM), 644—645
revertive APS schemes, 224
RGB representation, 822
Rijndael proposal, 792
ring latency, 375, 394, 439
ring maintenance procedures, 443
ring networks, 230, 371-372, 393
ring switching, 228, 229
ring topology, 438
ring-topology networks, 224-230, 444-445
RIO, 720
RIP (Routing Information Protocol), 621-622, 646
RIPE (Reseaux IP Europeens), 620
RMON (Remote Network Monitoring), 868
RNR (receive not ready) frame, 337
roaming users, 267
root bridge, 472
root name servers, 40
toot port for each bridge, 472
round-trip delay between hosts, 8687

routers, 19, 55, 465
In a campus network, 499
as IP-based packet switches, 514
types defined in OSPF, 624
routes, determining, 476
routing
in the ARPANET, 16
in circuit switching, 7
in local and long-distance connections, 244
for mobile hosts, 648
in packet networks, 515-522
of packets, 15~16
PNNI, 694-697
specialized, 520-522
with subnetworks, 583-584
in a telegraph network, 3, 5
in a telephone network, 9
routing algorithms, 515, 516
routing control, 259-261
routing extension header in IPv6, 599, 600
routing function of a packet switch, 511
routing hierarchy, 630-631, 694—695
Routing Information Protocol (RIP), 621-622
routing loops, 516, 621
routing process in BGP, 632
routing protocol, 45, 693-694
routing tables, 506, 517-518, 585
RPB (reverse-path broadcasting), 641-643
RPM (reverse-path multicasting), 644—645
RR (receive ready) frames, 336, 745-746
RRM (radio resources management)
sublayer, 267, 268
RSA, 769, 793-794
RST bit in a TCP segment, 606
RST segments in TCP, 616
RSVP (Resource Reservation Protocol), 255,
706, 708717
architecture of, 709
Path message, 734-735, 736 .
RS-232 standard, 201-203
RTCP (RTP Control Protocol), 741, 745-746
RTP (Real-Time Transport Protocol), 20, 594
320, 740746
RTS (request-to-send) frame, 455
RTS pin, 202
RTT (round-trip time), 83, 324, 620
rt-VBR ATM service category, 671, 672
run-length codes, 805-810
runs, 805
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sampled signal, spectrum of, 205
sampling analog signals, 104, 118-119
sampling theorem, 119, 204-205

SAPs (service access points), 49, 334, 426

SAR (segmentation and reassembly) sublayer
of the AAL, 675

of AALS, 683-684
capabilities of, 686
PDU format, 682
satellite communications, 165-166, 371
saturation points, 856
scalability
addressed by MPEG, 827-828
of the DS model, 717
provided by a MAC protocol, 376
scale, effect on a queueing system, 853—854
scanned black-and-white documents, 102
SCCP (signaling connection control parts), 254, 255
scheduling class of MAC protocols, 387-398
SCOPE object in RSVP, 716
SCPs (service control points), 252, 253
SCR (sustainable cell rate) parameter, 670
scrambling, 215, 329
SD (starting delimiter) field, 442
SDES packets in RTCP, 745, 746
SDH (Synchronous Digital Hierarchy), 214, 215
SDU (service data unit), 49, 283
SE (shared-explicit) style, 714, 717
SECBR (severely errored cell block ratio)
parameter, 669
second-generation cellular systems, 414
secret key, 765, 766

secret key cryptography, 766767, 770
secret shared key, 772

section and line overhead in SONET, 217-218
sections in SONET, 216

secure hash algorithm 1, 768

Secure Sockets Layer protocol. See SSL

secure tunnel, establishing, 774
security

apply.ing cryptography to, 765-770
association, 775, 778-780
management, 862

protocols, 773-789

requirements for network transmissions, 764—765
system in SNMP, 865
threats, 764

segmentation, 50, 51
segmentation and reassembly procedure, 287

segmentation and reassembly sublayer. See SAR
segments, 39, 46, 288. See also TCP segments
selective cell discarding, 674

selective reject (SREJ) frame, 337, 339

Selective Repeat ARQ, 309-313, 366-367

round-trip time. See RTT

route aggregation process in CIDR, 585

route attribute information, provided by BGP, 632 S
route optimization for mobile IP, 649

|l reliable connection-oriented service, 425

| reliable data transfer service, 291

l_ reliable flooding, updating LLSAs, 628—629
' remote management technique, 868

-
e e e

Remote Network Monitoring (RMON), 868
repeaters, 107, 108-109, 432-434, 465-466
repetition rate in TDM, 210

replay attacks, protecting against, 776
replies in FTP, 81

route reflection, 633

route server, 500

routed program, 621

router alert option, 578

router link advertisement, 627

SAAL (signaling AAL), 665, 684—686
SABM frame, 337, 338
SABME frame, 337

SABRE airline reservation system, 10
SAGE system, 10

in assured mode of SSCOP, 685

compared to Stop-and-Wait and Go-Back-N
ARQ, 314

effective transmission time, 367

implemented by TCP, 322
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Selective Repeat ARQ—Cont.
operation of, 310-311
performance 1ssues, 313
used by TCP, 611
self-clocking encoding, 138
self-healing rings, 226
Semi-Automatic Ground Environment (SAGE)
system, 10
send window, 302, 303, 322
Sender Report packets, 745
SENDER_TEMPLATE object in RSVP, 716
SENDER_TSPEC object in RSVP, 716
sendto system call, 67
sensitivity to traffic overload conditions, 260
sentinel value, 98
Sequence Control field, 453
sequence number field, 676, 744
sequence. number protection (SNP) check bits, 677
sequence numbers
in authentication headers, 776
in HDLC, 337
for Stop-and-Wait ARQ, 294-296
in TCP, 320, 322-323
in TCP segments, 603, 605-606
wraparound, 613
serial line intertace, 201
server network, 722
server PI, 80

server process, 36
“servers’” (transmission lines), 846847
service access points (SAPs), 49, 334, 426
service categories in ATM, 671-673
service contract in ATM, 664
service control, approaches to, 755
service control points (SCPs), 252, 253
service data unit (SDU), 49, 283
service interface, 49
service level agreement (SLA), 717
service models, 284-287
Service Specific Connection Oriented Protocol
(SSCOP), 313, 684, 685-686
service switching point (SSP), 252
service times, 846-847
services
provided by a communication network, 1
provided by layers, 35
service-specific convergence sublayer (SSCS),
675, 678-679, 686
service-specific coordination function (SSCF),
684—-685
service-specific part of SAAL,-684
serving area interface, 243
session, 747
control protocols, 747-754
establishing the TSL Handshake
protocol, 783
key, 770
layer, 44, 47, 48
in RSVP, 709

Session Description Protocol format in SIP, 750
Session Initiation Protocol (SIP), 747-751
SESSION object in RSVP, 715
set asynchronous balanced mode extended
(SABME) frame, 337
set asynchronous balanced mode (SABM) frame,
337, 338 . .
set normal response mode (SNRM) frame, {337
Set-cookie header line, 86 :
setup channels, 266
SETUP message, 691, 692
setup phase of a telephone call, 6, 7, 8
seven-layer OSI reference model, 4448
severely errored cell block ratio (SECBR)
parameter, 669
Shannon channel capacity, 113, 114, 132-135
Shannon entropy, 804—-805
shaper, 721
shared buses, 372
shared communication lines, 12—-13
shared-explicit (SE) style, 714, 717
SHA-1, 768
shift-register circuit, 177
shim header. See tag switching
short code pseudorandom sequence in I1S-95, 411
short fixed-length packets, 536-537
short IFS (SIFS), 454-455
Short Message Service (SMS), 415
shortest-path algorithms, 522-534
shortest-path tree, 526
“shortwave” light source, 161
SIES (short IFS), 454455
signal constellations, 143, 144
signaling, 250
in ATM, 663, 688—-694
PNNI, 693-694
in the telephone network, 250-253
trends, 255
UNI, 690-692
signaling AAL (SAAL), 665, 684—686
signaling links in SS7 networks, 254
signaling messages in connection setup, 690, 691
signaling network, 8-9, 252
signaling protocol in PNNI, 693-694
Signaling System #7, 253-255
signals
attenuation of, 123
carried by optical networks, 232
modulating, 140
signal-to-noise ratio. See SNR
signature messages, 780
signed message, 771
silence packets, 349
silly window syndrome, 612
SIM (Subscriber Identity Module), 268
Simple Mail Transfer Protocol (SMTP), 11,
20, 41-42
Simple Network Management Protocol
(SNMP), 860, 863864

single errors, 178, 183, 184, 189
single hop, peer-to-peer protocol
across, 288
single parity check code, 167
single-frame operation, 394, 395, 396
single-frame token ring, 420-421
single-homed AS, 620
single-mode fibers, 158
single-route broadcast frame, 475
single-token operation, 394, 395
sinusoidal signals, 4, 109
SIP (Session Initiation Protocol), 747-751
site-local addresses, 597
SLA (service level agreement), 717
shiding window protocol, 302, 315-317, 352, 617
slot s1ze in TDM, 210
Stot_Time in IEEE 802.11, 457
slotted ALOHA, 380-381, 386, 389-390, 411
slow start technique, 618
SMI (Structure of Management
Information), 863, 865-867
SMS (Short Message Service), 415
SMTP (Simple Mail Transfer Protocol), 11,
20, 41
SN field, 676, 744
SNAP (Subnetwork Access Protocol), 431
SNMP (Simple Network Management Protocol),
860, 863-864
SNP. (seqience number protection) check
bits, 677
SNR (signal-to-noise ratio), 112, 113, 121-122
performance of DPCM, 817
scalability in MPEG, 827-828
of a uniform quantizer, 123
SNRM frame, 337
sockaddr structure, 65-66
socket addresses, 58
socket calls, 62, 64
socket interfaces, 47, 62
socket system calls, 39, 64—68
sockets, 64—66
sott handoffs
in CDMA systems, 266
in IS-95, 413 \
soft state in RSVP, 709, 714
software radio, 194
SONET, 214
ADMs, 222, 223, 224-230
cross-connect systems, 230
features provided by ATM, 538
trame structure, 215, 216-221
frames, 325
layers of, 216
multiplexing, 214-216
networks, 222-231
rings, 226
STS-1 frame, 217, 218
STS-192¢ payload, 437
synchronous multiplexing, 219, 220
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terminals, 216
transmission systems, 247
source address and destination address field, 594
source address in 802.11, 451, 452
Source Description packets, 745, 746
source IP address field, 577
source port in a TCP segment, 605
source routing, 532533
bridges, 467, 474-476
In a datagram network, 532—533
frame, 474
in [Pv6, 599, 600
by PNNI, 693
in PNNI, 695
source socket address, 58
source tratfic descriptor parameters, 670
source-route transparent bridging, 477
space-division switches, 235-238
span-switching, 227, 228
spanning topology, 473
spanning tree algorithm, 472—-474
spatial scalability in MPEG, 828
SPC (stored-program control) switches, 251
SPE (synchronous payload envelope), 218-219, 220
specialized routing, 520-522
spectrum, 116, 117-118
spectrum efficiency, 408, 409
speech
dynamic range of, 816
loss, 349-350
multiplexing of bursty, 348-349
variation of signal level for, 813
waveform, 114-115, 116-117
speed of light, 4
split horizon, 529
splitting, 52
spread spectrum communication, 411
spread spectrum transmission, 460
spreading factor for spread spectrum: systems, 401
spreading sequences in CDMA, 403
SR packets in RTCP, 745
SREJ (selective reject) frame, 337, 339
SRTS (synchronous residual timestamp)
method, 320
SS7 gateways, 754
SS7 network, 253-255
SSCF (service-specific coordination
function), 684-685
SSCOP (Service Specific Connection Oriented
Protocol), 313, 684, 685-686
SSCS (service-specific convergence sublayer), 6785,
678—679, 686
S-shaped curve, 25-26
SSL (Secure Sockets Layer), 782, 786—788
SSP (service switching point), 252
SSRC, 742, 744
ST2 real-time stream protocol, 576
standardized polynomial codes, 177-178
standards for computer networks, 2829, 47
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star topology
of 10BaseT, 432434

for an Ethernet LAN, 18
with a token-ring network, 438-439
starting delimiter (SD) field, 442
state transition diagram
for the M/M/1 multiplexer model, 851
for the M/M/c/c system, 858 |
for TCP, 616-617
stateless protocol, HTTP as, 82
static routing, 516
static SLAs, 717
statistical multiplexers, 13, 340, 342, 415
statistical multiplexing, 340-348, 350-351
Stop-and-Wait ARQ, 293-300
compared to Go-Back-N and Selective Repeat

ARQ, 314

compared to Go-Back-N ARQ, 301, 302, 308

delay components 1n, 298—-299

effective transmission time for, 366

operation of, 296-297

performance issues, 297-300

transmission efficiency for, 3635

weakness of, 378
store-and-forward operation, 3, 502
stored-program control (SPC) switches, 251
stream information, 100, 101, 103-106
stream mode, 80, 681
stream of bytes in the TCP protocol, 320, 321
stream orientation of TCP, 70

strict source routing, 333
strings of symbols, parsing information streams

into, 810
“stringy” physical topology, SONET network
with, 247
Strowger switch, 6, 251
Structure of Management Information (SMI),
863, 865867
structured data transfer by a T-1 connection, 677
STS-n electrical signals, 215
STS-1,214-2135 .-
combining payloads, 437
frame format, 217, 218
multiplexing signals, 219
STS-48/STM-16 signal, 215
stub AS, 620
STYLE object in RSVP, 716
subband coding, 815, 818819
subnet addressing, 581-582
subnet mask, 581
subnetting, 581, 582
Subnetwork Access Protocol (SNAP), 431
subnetwork part of an IP address, 575
subnetworks, 520, 583-584
Subscriber Identity Module (SIM), 268
subscriber loop, 149
substitution ciphers, 763
success ratio of call attempts, 262
summary link advertisement, 627-628

supergroup in FDM, 209
supehlets, 575
supernetting, 520, 585
supervisory frames, 336-337
survivability of networks, 736-738
sustainable cell rate (SCR) parameter, 670
sustainable rate for conforming tratfic, 553
SVCs (switched virtual connections), 664{, 668
switched networks, 368 /
switches, 514. See also packet switches
space-division, 235-238
in the telephone network, 9
time-division, 238-242
switching LLANs, 433
switching schemes, 223-224
switch-router device, 5314
symmetric key cryptography, 766
SYN bits, 321, 606
sync state of the GFP receiver, 329
synchronization signals, 823
Synchronization Source (SSRC) ID, 742, 744
synchronization to a common clock, 411
synchronous data transmission, 325
Synchronous Digital Hierarchy (SDH), 214, 215
synchronous links, 330
synchronous multiplexing in SONET, 219, 220
synchronous network, clock recovery with, 319
Synchronous Optical Network standard. See SONET
synchronous payload envelope (SPE), 218-219
synchronous residual timestamp (SRTS)
method, 320
synchronous services, timing recovery for, 317-320
synchronous traffic, handled by FDDI, 445-446
synchronous transport signal level-1. See STS-1
syndrome, 183-184
syndrome polynomial, 178
system design, 494. See also design

T

T bit, 442—-443

T-1 carrier system, 150, 210, 325
T-1 connection, 677

T-1 digital transmission system, 7
tag switching, 727728

tagged traffic, 551

tagged VLANSs, 479
target token rotation time (TTRT), 445-446

TCA (traffic conditioning agreement), 717
TCAP (transaction capabilities part), 254, 253
TCB (transmission control block), 603
TCP (Transmission Control Protocol), 20, 36, 312,
572, 602-620

checksum field, 607

communicating with, 70-73

communication services provided

by, 38-39, 42-43

congestion control, 560, 617—620
connection termination, 614-616
end-to-end flow control, 322
establishing a connection, 607-609
providing a reliable byte stream transfer
service, 37
providing connection-oriented reliable stream
service, 320-324
reliable connection-oriented transfer of a byte
stream, 53
state transition diagram, 616—617
transmitter, 603-604
TCP connection
closing, 37, 38
establishing, 59-60
parameters identifying, 603
setting up to the local SMTP server, 41
used by FTP, 79
used by Telnet, 78
with a WWW server, 37
TCP segments, 573
encapsulating an HTTP request message in, 58, 59
maximum length of, 375
structure of, 605—-607
tcpdump utility, 86, 89
TCP/IP, 55-61
application layer protocols. See application
layer
applications developed to operate on, 20
architecture, 20, 573-575
encapsulation of PDUs, 59
graph, 54-55
implementations, 863
internet layer, 53—54
network, 646-647
network architecture, 47—-48, 52-55
network interface layer, 54
network status, 88
transport layer, 53
TDD (time-division duplex), 391, 401
TDM (time-division multiplexing), 209-212, 401,
534
TDMA (time-division multiple access), 265,
400-401
average frame transfer delay for, 399
compared to CDMA, 414
delay performance with bursty traffic, 416—418
using with FDD and TDD, 401
TDMA/FDMA system, used by GSM, 410
teardown messages in RSVP, 715
technology, 25-27
telegram service, 2
telegraph networks, 2, 4
telegraph stations, 3
telephone, 5
telephone call, phases of, 6
telephone cellular network, 408-415
telephone channels, 113, 114
telephone modem standards, 144146
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telephone network, 5-9, 206, 242-250
architecture of, 9
classes of functions involved in operating,
253-254
confluence with the Internet, 23
end-to-end path between source and destination,
244-245
OSI reference model and, 249-250
parts of, 252
signaling in, 250-253
traffic and overload control in, 255-263
transmission facilities of, 245-248
telephone numbers, 7, 9, 243
telephone service, 5
telephone switches, 5-7
telephone switching office, 246-247
telephone twisted pair, bit rates of, 114
telephone user part (TUP) protocols, 254
telephone-centric network architecture, 22
telephone-signaling network, leveraging, 22
telephony-oriented E-164 addresses, 688-690
teletype terminal, 3
television signal, 823-824
Telnet, 78, 79, 80, 87
temporal interleaving, 209
temporal redundancy in video signals, 824
terminal portability, 269
terminal-oriented networks, 10, 12—14
text files, 101, 102
TGT (ticket-granting ticket), 771
thick coaxial cable, 156, 432
thin coaxial cable, 156
third-generation cellular systems, 414—415
three-bit sequence numbering in HDLC, 337
three-way handshake, 59-60, 321-322, 607
throughput of a system, 374, 841
THT (token holding time), 446
ticket, 770
ticket-granting ticket (TGT), 771
“tie lines,” 247
time domain characterization of a communication
channel, 128-129
time parameters in IEEE 802.11, 461, 463, 464
TIME_VALUES object in RSVP, 716
TIME_WAIT state of TCP, 614—-615
time-division duplex (TDD), 391
time-division multiple access. See TDMA
time-division multiplexer, 211-212
time-division multiplexing. See TDM
titme-division switches, 238-242
ti}me-excccdcd [CMP message, 590
time-out period in Stop-and-Wait ARQ, 293
time-out value in TCP, 324
time-outs, 293
timer in Go-Back-N ARQ, 302, 303
time-slot interchange (TSI) technique, 238-239
time-space-time chips, 242
time-space-time switches, 239-242
timestamps, 317, 607, 614
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time-to-live (TTL), 87, 521, 577

timing jitter, 317

timing of service models, 287

timing recovery, 109, 110, 136-137, 317-320
TLS protocol, 782-788

TLYV structure, 635

token, 438

token bit, 442

token bucket traffic shaper, 555-556

token frame, 442443, 445

token holding time (THT), 446

token reinsertion, 394, 439-441]

token rotation timer (TRT), 446

token-bucket shaped traffic, 557
token-holding-time limit, 442

token-passing rings, 393-396

token-ring line coding, 138

token-ring networks, 418-421, 438, 474
token-ring protocol, 439-442

topologies for LANs, 17

topology-driven label assignment approach, 727
TOS field in the IP header, 577

TOS/DS field in the IP header, 717

total length field in the IP header, 577

total walk time in polling systems, 391-392
TRACE HTTP request method, 84

traceroute utility, 86, 87-88

tratfic, carried by a MAC protocol, 376

traffic class field in the IPv6 basic header, 594
traffic classifier, 718

traffic conditioner, 718, 720-721

traffic conditioning agreement (TCA), 717
traffic contract, 673

traffic demand on ring networks, 230

traffic descriptors, 536, 670-671

traffic engineering, 560

traffic flow, 258, 551-554

traffic loads, 515, 841-842, 849

traffic management, 539-548, 549-561, 673
traffic mapping, 734 g

traffic models, 347

traffic overload, 262

traffic parameters of a flow, 551

traffic shaping, 554-556, 674

traffic-driven label assignment approach. See CSR
transaction capabilities part (TCAP), 254, 255
transaction in SIP, 747

transceiver, required for 10Base5, 432
transter delay, 376, 377

transform coding, 815, 818

transient file servers, 43

transit AS, 620

transit routing domains, 585

transit traffic, 620

transitions, mapping binary information into, 137
translational bridging, 477

translators in RTP, 743

transmission bit rate, 2

transmission capability, 26

transmission control block (TCB). See TCB
Transmission Control Protocol. See TCP
transmission convergence sublayer, 665
transmussion credits in sliding-window flow
control, 316-317
transmission efficiency of Stop-and-Wait
ARQ, 299, 3635
transmission errors
detecting and correcting, 166—190 r

due to noise, 378
eftect on Stop-and-Wait ARQ, 299-300

in Stop-and-Wait ARQ, 293

transmission facilities of the telephone
network, 245-248
transmission medium, 107, 146, 370. See also
channels

transmission modes, supported by FTP, 80
transmission rate in a telegraph network, 3
transmission speed, 130. See bit rates
transmission systems, 9, 50
transmitter

in Go-Back-N ARQ, 303-304

in Selective Repeat ARQ, 310-311

in Stop-and-Wait ARQ, 296-297
transmitter address in 802.11, 451, 452
transmitter filter, 126
transparent bridges, 467, 468--472
transparent operation, enabled by byte stuffing, 326
transport layer, 44, 46-47, 48, 53
Transport Layer Security (TLS) protocol, 782-788
transport mode for IPSec protocols, 780-781
transport networks, 206, 221-222, 252
transport protocol, 492, 493
transport stream, 829
transposition ciphers, 766
trap-directed polling, 863
trellis modulation systems, 144
triangle routing, 649
tributary component streams in SONET, 215
tributary signals, extracting, 218
triggered updates, 526
triple DES, 791-792
triple errors, detectability of, 183, 184
TRPB (truncated reverse-path broadcasting), 643
TRT (token rotation timer), 446
trunk connection requests, 857
trunk plant, 149
trunk utilization, 258-259
trunks, assigning, 256, 257
T-shaped BNC junctions, 432
TSI (time-slot interchange) technique, 238-239
TSI chips, 242
TTL (time-to-live), 87, 521, 577
TTRT (target token rotation time), 445-446.
tunnel, 600-601, 776-777
tunnel mode, 778, 781
tunneling in a GMPLS-based network, 739
TUP protocols of the SS7 network, 254
tv signal, 823-824

twisted pair, 148—150, 432

cable, 151

copper wires, 113, 114

Ethernet, 18
two errors, detectability of, 183, 184
two-dimensional parity checks, 171
type field in each ICMP message format, 590
type of service (TOS) field, 577, 717

U

UA (unnumbered acknowledgement) frame, 337
UAC (User Agent Client), 749

UAS (User Agent Server), 749

UBR ATM service category, 671, 672

UBR connections, 672—-673

UDP (User Datagram Protocol), 20, 41, 73-77, 572,

373, 601-602
communication services provided by, 40,
41, 4243
connectionless transfer of messages, 53

UDP datagrams, 52, 573, 601. See also datagrams
UDP port number 520, 621
unacknowledged service, 334, 425
unbalanced configurations, 335
unblocking, 51
unconfirmed service, 50
unfeasible routes length field, 637
UNI, 666, 690-692
unicast addresses, 430, 594
unidirectional path switched ring (UPSR), 226-227
unified view of layers, protocols and services,

44, 48--52
uniform quantizer, 120, 121, 123-124
uniform resource locator (URL). See URL
unipolar NRZ, 135-136
unique IDs for bridges and ports, 472
unique physical address, assigned to each NIC

card, 423
unique sequence number, assigning to a packet, 521
universal personal ID, 269
“unlit” dark fiber, 438
unnumbered acknowledgement (UA) frame, 337
unnumbered frame, 336
unrecognized nontransitive optional BGP

attributes, 638
unregistered addresses, 580, 647
unshielded twisted pair (UTP), 151
unsolicited downstream mode, 733
unspecified address, 597
unspecified bit rate service category, 671, 672
UPC (usage parameter control) in ATM, 673
UPDATE message in BGP, 636—640
UPSR (unidirectional path switched ring), 226-227
urgent pointer field in a TCP segment, 606
URL (uniform resource locator), 36, 82
usage parameter control (UPC), 673
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User Agent Client (UAC), 749
User Agent Server (UAS), 749
user agents in SIP, 749
User Datagram Protocol. See UDP
user layer packets, 679
user mobility, 447
user plane, 250, 253-254, 662
user protocol interpreter, 80
User-agent header in HTTP, 83
user-based security model of SNMP, 865
user-network interface (UNI), 666, 690—692
user-to-network signaling system, 9
utilization
of a queueing system, 849
of trunks, 258259
UTP (unshielded twisted pair), 151
UUI (user-to-user indication), 679

\

V.24 standard, 201

V.32bis modem standard, 144

V.34 handshaking, 143

V.34bis modem standard, 144

V.42 modem standard, 307-308
V.42bis ITU modem standard, 812
vacation models, 857

variable bit rates, 534

variable transfer delays, 535
variable-length coding, 807
variable-length frames, 325-326
variable-length messages, 98

variance factor (VF) parameter, 697
VC merging, 732, 733

VCC (virtual channel connection), 536
V(I field in the ATM cell header, 666—667
VClIs (virtual circuit identifiers), 508, 510, 517, 537
vector quantization, 815

version fleld, 576, 594

vertices, See nodes

very low bit rate applications, 828

VF (variance factor) parameter, 697
Via header in SIP, 749

video codecs, 752-753

video compensation method, 824-825
video signals, 105, 823-826
videoconterencing, 105, 825-826
virtual carrier sensing, 455-456

virtual channel connection (VCC), 536
virtual channel identifiers. See VCls
virtual circuit, 507. See also connection
virtual connections in ATM, 668
virtual LANs, 477-479

virtual networks, 735-736

virtual output buffer, 513

virtual packets in an ATM network, 537
virtual path connection (VPC), 537
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virtual path identifier (VPI), 537, 666

virtual private networks (VPNs), 501, 735-736, 778

virtual topologies, 223, 232

virtual tributary signals, 220

virtual-circuit identifiers, See VCIs

virtual-circuit packet switching, 507-510,
5317-518, 536

virtual-circuit routing table, 509

virtualization of circuits, 231

visitor location register, 267

VLAN-aware bridges, 478

VILANs, 478

voice applications, diversity of requirements
in, 687

voice call, setting up using H.323, 753, 754

voice codecs, 817

voice signal, long-term average spectrum, 117

voice waveform. See speech, waveform

VP switching in ATM, 668

VPC (virtual path connection), 537

VPI (virtual path identifier), 537

VPI field in the ATM cell header, 666

VPNs (virtual private networks), 501, 735-736, 778

vulnerable period, 379, 382

W

walt state in Stop-and-Wait ARQ, 296297
waiting time for token-ring systems, 418-421
walk times in polling systems, 391, 392, 441
Walsh channel sequences, 412
Walsh functions, 404—-408
Walsh-Hadamard matrix, 407-408
WAN PHY, 436
wandering duplicate packet, 604
WANSs (wide area networks), 15
waveform, transmitting, 107
wavelength of a signal, 147 |
WDM (wavelength-division multiplexing),
159, 212-213

network configurations using, 232

ring network, 232

signal, 233

systems, 221-222

technology, 234
WDS (wireless distribution system), 453
wearable devices, 269
Web., See WWW
web proxy servers, 85
web sessions, cookies and, 86
website for this book, xxiii—xxiv

weighted fair queueing, 545-548

well-known attributes, 637

well-known port 23, 321

well-known port 80, 574

well-known port numbers, 36, 52

WEP (Wired Equivalent Privacy), 788-789

WF (wildcard-filter) style, 712-713

wide area networks (WANSs), 15 ;

window scale option, 606—-607, 614  }

window size field, 606

Windows sockets, 62

winning station, 374

Winsock, 62

wired communications, channel sharing techniques
in, 371, 372

Wired Equivalent Privacy (WEP), 788-789

wired media, 147-148

wireless access, 415, 447

wireless communication, broadcast medium shared
by, 372, 373

wireless distribution system (WDS), 453

wireless Ethernet, 448

wireless LANSs, 164—-165, 446-465

wireless links, 647

wireless media, 147-148

wireless networks, security challenges of, 788-789

wireless technology, challenges faced by, 446-447

withdrawn routes field, 637

working line, 223-227

working paths, 736

write system call, 67

WWW (World Wide Web), 36-38, 82, 85

X

X.509 authentication service, 771-772
Xmodem protocol, 297

X-ON/X-OFF protocol, 315-316

Y

Y2K bug, 604

Z

zero intersymbol interference, 131-132
zlgzag scanning process, 820, 821

AAL
ABM
ABR
ACK
ADM
ADPCM
AES
ADSL

AF PHB
AH
AMPS
ANSI

AP
API

APS
ARP
ARQ
AS
ASCII

ASK
ATM
BGP
B-ICI
BLSR
BRI
BSS
CA
CBC
CBR
CCITT

CDPD
CDMA
CDV
CEPT

CFP
CH
CHAP

CIDR

ATM adaptation layer
asynchronous balanced mode
available bit rate
acknowledgment frame
add-drop multiplexer

adaptive DPCM

Advanced Encryption Standard
asymmetric digital subscriber
line

assured forwarding PHB
authentication header
Advanced Mobile Phone Service
American National Standards
Institute

access point

application programming
interface

automatic protection switching
Address Resolution Protocol
automatic repeat request
autonomous system

American Standard Code for
Information Interchange
amplitude shift keying
asynchronous transfer mode
Border Gateway Protocol
broadband intercarrier interface
bidirectional line switching ring
basic rate interface

basic service set

certification authority

cipher block chaining

constant bit rate

Consultative Committee for
International Telegraphy and
Telephony

cellular digital packet data
code division multiple access
cell delay variation

Comité Européen de Post et
Télégraphe

contention-free period
correspondent host
Challenge-Handshake
Authentication Protocol
classless interdomain routing

CLE
CLR
CPCS

CRC
CS
CSMA
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cell loss priority

cell loss ratio

common part convergence
sublayer

cyclic redundancy check
convergence sublayer

carrier sensing multiple access

CSMA-CA carrier sensing multiple access

with collision avoidance

CSMA-CD carrier sensing multiple access

CTS
DCC
DCFE
DCT
DES
DHCP

DIFS
DISC
DNHR
DNS
DPCM
DS-n

DS

DTE
DTL
DVMRP

eBGP
ECB
ECMP
EF PHB
EGP
ENQ
ESP
ESS
FA
FDD
FDDI
FDM
FCS
FDMA

FEC
FEC

with collision detection
Clear-to-Send

digital cross-connect
distributed coordination function
discrete cosine transform

Data Encryption Standard
Dynamic Host Configuration
Protocol

DCEF interframe space
Disconnect

dynamic nonhierarchical routing
Domain Name System
differential PCM

digital signal-n

differentiated services model
data terminal equipment
designated transit List
Distance-Vector Multicast
Routing Protocol

external BGP

electronic codebook

equal-cost multipath

expedited forwarding PHB
Exterior Gateway Protocol
enquiry frame

Encapsulating Security Payload
extended service set

foreign agent

frequency division duplex

Fiber Distributed Data Interface
frequency-division multiplexing
frame check sequence
frequency-division multiple
access

forward error correction
forwarding equivalence class




FIFO
FRMR
FSK
FTP
GCAC

GCRA
GFC
GEFP
GIF
GMPLS
GPRS
GSM

HA
HDLC
HMAC

HEC
HOL
HTML
HTTP
1BGP
ICMP

IEEE

IETF
IGMP

IGP
IKE
IP
[PCP
[PSec
IS
ISDN

ISN
ISO

ISUP
ITU

IXC
JPEG
KDC
LAN
LAP
LATA
[
LDP

first in, first out queueing
Frame Reject
frequency shift keying
File Transfer Protocol
generic connection admission
control
generalized cell rate algorithm
generic flow control
Generic Framing Protocol
graphical interchange.format
generalized MPLS
general packet radio service
Global System for Mobile
Communications
home agent
High-level Data Link Control
hashed message authentication
code
header error check
head-of-line priority queueing
hypertext markup language
Hypertext Transfer Protocol
internal BGP
Internet Control Message
Protocol
Institute of Electrical and
Electronics Engineers

Internet Engineering Task Force

Internet Group Management
Protocol

Interior Gateway Protocol
internet key exchange
Internet Protocol

IP Control Protocol

[P security

Interim Standard

Integrated Services Digital
Network

initial sequence number
International Organization for
Standardization

ISDN user part
International
Telecommunications Union
interexchange carrier

Joint Photograph Expert Group

key distribution center
local area network

link access procedure

local access transport areas
Link Control Protocol
Label Distribution Protocol

LEC
LEC
LLC
LMP
LPC
LSP
LSR
MAC
MAC

MBONE

MBS
MD?5
MH
MIB
MID
MP3
MPC
MPEG
MPLS
MPOA
MPS
MSC
MSL
MSS
MTSO

MTU
NAK

NAV
NCP
NIC
NNI
NRM
NRZ
NRZ-I
NVT
OADM
OC-n
OSI
OSPF
P2P
PAP

PCF
PCM
PDU
PHB
PIFS
PLCP

PMD

LAN Emulation Chient
local exchange carrier
logical link control
Link Management Protocol
linear predictive coders
label switched path
label switch router
medium access control
message authentication code
multicast backbone
maximum burst size
message digest 5 algorithm
mobile host
management information base
message identifier
MPEG audio layer 3
MPOA client
Motion Picture Expert Group
multiprotocol label switching
multiprotocol over ATM
MPOA server
mobile switching office
maximum segment lifetime
maximum segment size
mobile telephone switching
office
maximum transimnission unit
negative acknowledgment
frame
network allocation vector
Network Control Protocol
network interface card
network-network interface
normal response mode
nonreturn-to-zero encoding
NRZ-Inverted
network virtual terminal
optical add-drop multiplexer
optical carrier level-n
open systems interconnection
open shortest path first
peer-to-peer
Password Authentication
Protocol
point coordination function
pulse code modulation
protocol data unit
per-hop behavior
PCF interframe space
physical layer convergence
procedure
physical medium dependent

PNNI

POP3
POS
POTS
PPP
PRI
PSK
QAM

QoS
RARP

RBOC
RED
REJ
RIO
RIP
RM

RMON

RNR
RPB
RPM
RR
RSA

RSVP

RSVP-TE

RTCP
RTP
RTS
RTT
SABM

SAP
SAR
SCP
SCCP

SDH
SDP
SDU
SHA-1
SIFS
SIP
SLA
SMS
SMTP
SNAP
SNMP

SNR

private network-to-network
interface

Post Office Protocol version 3
packet over SONET

plain old telephone service
Point-to-Point Protocol
primary rate interface

phase shift keying

quadrature amplitude
modulation

Quality of Service

Reverse Address Resolution
Protocol

regional Bell operating company
random early detection
Reject

RED with IN/OUT

Routing Information Protocol
resource management

réemote network monitoring
Receive Not Ready
reverse-path broadcasting
reverse-path multicasting
Receive Ready

Rivest, Shamir, and Adleman
algorithm

ReSerVation Protocol

RSVP with Traffic Engineering
RTP Control Protocol

Real-Time Transport Protpcgl N {

Request-to-Send

round trip time 1
Set Asynchronous Balanéed
Mode 5,
service access point
segmentation and reassembly
signal control point

signaling connection control
part

synchronous digital hierarchy
Session Description Protocol
service data unit

secure hash algorithm-1

short IFS

Session Initiation Protocol
service level agreement

short message service

Simple Mail Transfer Protocol
Subnetwork Access Protocol
Simple Network Management
Protocol

signal-to-noise ratio

¢
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SNRM
SONET
SPE
SRE]
SSCOP

SSCS

SS7
STM-n
STP
STS-n

SVC
TCA
TCAP
TCB
TCP
TDD
TDM
TDMA
THT
TLS
TRPB

TRT
TSI
TST

" TTRT

UA
UBR
UDP
UNI
UPSR

URL.. .
UTP
VBR
VC
VCC
V(I
V(I
VLAN
VOIP
VPI
VPN
WAN
WAP
WDM

WWW

Set Normal Response Mode
synchronous optical network
synchronous payload envelope
Selective Reject
Service Specific
Connection-Oriented Protocol
service specific convergence
sublayer
Signaling System #7
synchronous transfer module-#
signal transfer point
synchronous transport signal
level-n
switched virtual connection
traffic conditioning agreement
transaction capabilities part
transmission control block
Transmission Control Protocol
time-division duplex
time-division multiplexing
time-division multiple access
token holding time
transport layer security
truncated reverse-path
broadcasting
token rotation timer
time-slot interchange
time-space-time switch
time-to-live
target token rotation time
unnumbered acknowledgment
unspecified bit rate
User Datagram Protocol
user-network interface
unidirectional path switched
rmg
uniform resource locartor
unshielded twisted pair
variable bit rate
virtual circuit
virtual circuit connection
virtual channel identifier
virtual circuit identifier
virtual LAN
voice over IP
virtual path identifier
virtual private network
wide area network
Wireless Application Protocol
wavelength-division

multiplexing
World Wide Web




An introduction to communication networks Provides the instructor with powerful

that is organized to prepare students for the pedagogical tools

exciting possibilities of next generation

networks and services  Network protocol analyzer provides immediate

reinforcement

— Enables instructor to demonstrate protocols
interactively in real time
Allows student to capture real tralfic and analyze
familiar protocols

Examples include HTTP, SMTP, Telnet, SIP, RSVP, RTP,
DNS, TCP. UDP, OSPF, IP, Ethernet, 802.11, PPP, LCP,

Big picture first

- How services and applications drive network
architecture evolution

_  How layers work together to deliver services

_~  Application layer, transport layer, and sockets

Fundamental concepts in Network Architecture

~ Digital transmission; copper, cable, radio, and IPCP, SSL and TLS
optical media Network utilities enable probing the network

SONET and optical networking — Ping, IPcontig, netstat, and traceroute introduced

Circuit swilching, signaling, telephone services, mobility with exercis?s _ ‘
Peer-to-peer protocol design; PPP, HDLC, POS and GFP Sockets provide hands on experience in

Medium-access control: Ethernet and 802,11 protocol design
wireless LANs — Berkeley sockets introduced and exercises ana

—  Voice and data cellular networks projects included
—  Packet switching, routing, congestion control and QoS Clear and effective pedagogy
Key architectures, Advanced Topics, and Next ~ Chapter infroductions and summaries
Generation Networks — Extensive use of figures, time diagrams, performance
—  IPv4 and IPvé: TCP. UDP: RIP, OSPF, 8GP: DHCP and graphs and state transition diagrams to elucidate
mobile IP concepts
ATM networks Numerous examples illustrate concepts

New Architectures: IntServ, RSVP, DitServ, Peer vs. Hundreds of problems, ranging from simple to complex

Overlay Interconnection, MPLS and GMPLS, RTP, SIP, Flexible organization: Clearly marked sections identify
H.323. and WAP mathematical or advanced material that may be

Network Security: DES and AES, RSA, IPSec, SSL and skipped without loss of continuity
LS, 802.11 Website provides up-to-date teaching support

Multimedia standards: JPEG, MPEG, Audio, MP3, ~ Instructor’s Solution Manual
Voice-Over IP — Animated PowerPoint lectures and presentations
- Additional problems, exercises, experiments, and
projects
Answers to selected problems for students

O MGGraW-HiII Eﬂgiﬂeeriﬂgcs.com Chapter pointers to useful and interesting websites

Online glossary

Network management and performance modeling

www.McGraw-HillEngineeringCS.com—Your one-stop online
shop for all McGraw-Hill Engineering & Computer Science
books, supplemental materials, content, & resources! For the
student, the professor, and the professional, this site houses
it all for your Engineering and CS needs.
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