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Features 

Although the main goal of the book is to teach the principles of networking, it is 
designed to teach these principles using the following goals: 
Protocol Layering 

The book is designed to teach the principles of networking by using the protocol lay- 
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slash notation 533 

subnetting 536 

classless interdomain routing 

(CIDR) 533 
clear to send (CTS) 339, 442 
CLEC see competitive local exchan ge 

carrier 

client 693 

process 820, 823 

program 694 

protocols 873 

client-server paradigm 693, 820, 823 
API 823 

client process 823 

server process 823 

using services of transport layer 827 
client-server programming 823-864 
client-server programming in C 833-841 
client-server programming in Java 

842-864 
Clos criteria 224 

closed-loop congestion control 526, 527 
CM see cable modem 

CMS see Cryptographic Message Syntax 
CMTS see cable modem transmission 

system 

CNAME see canonical name 

coax. See coaxial cable 

coaxial cable (coax) 187, 190 

applications 191 

cable TV 192, 397 

conductor 190 

connector 191 

Ethernet 192 

frequency range 190 

performance 191 

RG ratings 191 

sheath 190 

standards 190 

structure 190 

telephone network 191 

code conversion 1143 

code division multiple access (CDMA) 
157, 344, 347 

encoding 349 

sequence generation 349 

code field 313, 575 

INDEX 1203 

codeword 259, 26] , 269 
coding 96,121, 259 
coding 96,121, 259 

AMI 104 

complexity 100 

error detection 100 

noise 100 

NRZ 101 
schemes 100 

coding theory 347 

coherent BFSK 141 

ColdFusion 875 

Collaborative File System (CFS) 1036 
collecting information about groups 647 
collision 326, 335 

domain 374 

wireless 340, 443 

avoidance 340, 443 

collocated care-of address 583 

colon hexadecimal notation 666 

combine operation 1088 

commands 895 

common carrier 389 

Common Gateway Interface (CGI) 875 
communicating parties 1006 

communication between switches 505 
community antenna TV (CATV) 397 

compatible address 671 

competitive local exchange carrier 
(CLEC) 389 

complementary code keying (CCK) 450 
complexity 100, 103 

components 4, 85, 187, 226, 388, 
907, 1088 

composite analog signal 70, 75 

composite periodic analog 56 

composite signal 63, 79 

composition 195 

compressed mode 890 

compression 962-975, 979, 984, 1142 

algorithms 1136 

function 1099 

lossless 962 

lossy 972 

computer data 76 

Computer Science Network 

(CSNET) 21 
ConChord 1036 
concurrent approach 857 

concurrent updating 1044 

conditional request 881 

conductor 187, 190 

twisted-pair 187 

unguided media 197 

connecting devices 494-50] 
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confidentiality 1078, 1081-1096 
asymmetric-key cryptography 1092 
symmetric-key cryptography 1081 
with one-time session key 1143 

configuration 504, 930 
congestion 253, 515, 526, 703, 740, 

777, 804 

avoidance 779 

closed-loop 527 

detection 778 

open-loop 526 

policy 778 

window 777 

Congestion contro] 

general 29, 40, 42 

in application layer 828 
in data-link layer 241, 253, 308, 429 
in multimedia 997, 1005 
in network layer 577 
In transport layer 691, 703, 740, 782 

connecting device 7, 494 
hub 494 

link-layer switch 495 
router 501 

connection 308, 750, 888 
establishment 751 

establishment and release 427 
setup 211 

teardown 211 

termination 755 

to other networks 436 
Connection Admission Control 

(CAC) 1062 

connection-oriented service 517, 703, 
704, 746, 792 

data transfer phase 521 
setup phase 518 

teardown phase 522 
connectionless network 214, 516 
connectionless service 516, 70, 739 
connector 189, 191, 195 

coaxial cable 191 

optical fiber 195 
Conseil European pour la Recherche 

Nuclear (CERN) 22, 872 
Constant Bit Rate (CBR) 1055 
constellation 144, 145, 146 
consumer network 612 
Content Distributed Systems 

(CDS) 1026 
content-description 903 
content-Id 903 

contention 326 
contention window 339 
contention-based DCF 443 
contention-free PCF 443 

contributing source (CSRC) 996, 1001 
contributor 996 

control 445, 526 

control field 308, 564 

controlled access 341 

controlled-load 1063 

controller 10, 873 

convergence sublayer (CS) 428 
conversion device 127 

convolution coding 259 

cookie 753, 883 

magic 540 

used for advertisement 884 
used for electronic store 884 
used in Web portal 884 
used to register client 884 

COOKIE ECHO 797 
Copper Distributed Data Interface 

(CDDP 344 
core 193, 195 

corrosive materials 197 
cosmic ray 187 

count to infinity 602 

country domain 916 

CPE see customer premises equipment 
Craig, McCaw 489 

CRC see cyclic redundancy check 
CRC-32 

critical angle 192 

crossbar switch 222, 228 
crosspoint 222 

crosstalk 79, 187 

cryptographic algorithms 1141, 1151 
cryptographic hash function 1098 
Cryptographic Message Syntax 

(CMS) 1148 
cryptographic parameter generation 1136 
cryptographic secrets 1141 

cryptography 1081 

cryptosystem 1095 

CS see convergence sublayer 
CSM see cipher stream mode 
CSMA See carrier sense multiple access 
CSMA/CA 338, 341 
CSMA/CD see carrier sense multiple 

access with collision detection 
CSNET see Computer Science Network 
CSRC see contributin g source 

CTS see clear to send 

cumTSN 800 

cumulative acknowledgment 769 
customer network 17 

cwnd 777 

cycle 56 

cyclic code 264-276 

advantages 274 

analysis 270 

redundancy check 265 
cyclic redundancy check (CRC) 265, 

267, 274, 275, 365, 469 910 
decoder 267 

design 277 

divisor 267 

encoder 266 

hardware implementation 274 
standard polynomial 274 

D 

D-AMPS see digital AMPS 
DA see destination address 
data 4, 365, 446, 792, 978 

chunk 792 

communications 4 

connection 889 

element 96, 137 

data and signals 54-56 
data communication 4-7 
Data Encryption Standard (DES) 1088 

function 1089 

key generation 1090 

rounds 1089 

data flow characteristics 1054-1055 
Data Link Control (DLC) 224-298, 362 
data link layer 41, 393 

addressing 242 

error correction 257 

error detection 257 
virtual-circuit network 222 

data-link layer protocol 299-304 
data link processor 227 
data rate 97 

bandwidth 99 

maximum 123 

signal rate 98 

limits 81-83 

management 168 

data rate limits 81-83 

data section 575 

data transfer 212, 391, 399, 753, 797 
data transfer phase 218, 518, 52 
data types 952 

data-origin authentication 1105 
datagram 214, 517, 562 
datagram approach 516 
datagram network 208, 214, 215, 216 
DatagramPacket Class in Java 847 
dataword 259 

augmented 275 

codeword 269 

dB see decibel 

dc component 99 

DC see direct current 

DCA see Defense Communication 
Agency 

DCF see distributed coordination 
function 

DCT see discrete cosine transform 
DD see Defence Department 
DDNS see Distributive Domain Name 

System 
DDNS see Dynamic Domain Name 

System 
DDS see digital data service 
DDS see Distributed Data Structure 
DE see discard eligibility 
deadlock 776, 777 

decapsulation 41, 696, 740 
decapsulation and encapsulation 42 
decibel (DB) 77, 80 
decision logic analyzer 264 
decoder 263, 267 
decoding 121, 968, 970 
decryption 1081, 1095 
decryption algorithm 1081 
dedicated 211 

Defense Communication Agency 
(DCA) 20 

Defense Department (DD) 21 
degradation 11 

degree of polynomial 268 
delay 85, 213, 522, 525, 1054 

circuit switching 213 
datagram network 216 
Processing 523 

Propagation 522 

queuing®523 
time-dfvision switch 226 
total 523 

transthission 522 

virtual-circuit network 221 
delayed acknowledgment 768 
delayed segment 775 
delivery 4 

delta modulation (DM) 972 
demodulator 124, 158 
demultiplexer (DEMUX) 156, 697 
demultiplexing 43, 158, 697, 741, 746 
DEMUX see demultiplexer 
denial of service (DoS) 1080 
denial of service attack 753 
dense wave-division multiplexing 

(DWDM) 163 
dense WDM 163 

density 194 

Department of Defense (DOD) 20 
departure of nodes 1028 
depletion 531 

DES see Data Encryption Standard 

design goals 422 

destination address (DA) 365, 565, 
677, 678 

destination router 596 
destination unreachable 576 
destination unreachable message 680 
DHCP see Dynamic Host Configuration 

Protocol 

DHCP server 541 

DHCPACK 542 
DHCPDISCOVER 541 
DHCPNACK 542 

DHCPOFFER 541 
DHCPREQUEST 542 
DHT see Distributed Hash Table 
dial-up service 18 

Differential Manchester 103 
differential PCM (DPCM) 974 
differentiated services (DiffServ) 

1066-1067 

DS field 1066 
per-hop behavior 1066, 1067 
traffic conditioner 1067 

Diffie-Hellman protocol 1111 
DiffServ see differentiated services 
DIFS see distributed interframe space 
digest 978, 1098 
digital AMPS (D-AMPS) 474 
digital cellular telephone 76 
digital data 55, 96, 978 
digital data service (DDS) 394 
digital image 978 

digital service 394 

digital signal 55, 68-75, 79, 95, 96 
bandwidth 70 

bit rate 69 

composite analog signal 70, 75 
levels 68 

non-periodic 70 

digital signal approximation 72,73 
digital signal-n 

DS-0 172 

DS-1 service 171 

DS-2 service 171 

DS-3 service 171 

DS-4 service 17] 

digital signature 1100-1104 

message authentication 1103 
message integrity 1103 

non-repudiation 1103 

scheme 1104 

services 1103 

signing algorithm 1101 

signing the digest 1102 
verifying algorithm 1101 

INDEX 1205 

Digital Signature Standard (DSS) 
178, 1105 

digital subscriber line (DSL) 396 
digital subscriber line access 

multiplexer (DSLAM) 397 
digital transmission 95, 172 
digital-to-analog encoding 136-146 
digital-to-digital conversion 95-114 
digitizing 115, 982, 984, 1022 
Dijkstra algorithm 605, 653 
direct current (DC) 99 
direct sequence spread spectrum 

(DSSS) 448 
discard eligibility (DE) 
discarding policy 527 
discrete cosine transform (DCT) 975 
discrete Fourier transform (DFT) 985 

adaptive 124 

demodulator 124 

modulator 124 

quantization error 124 
distance learning 643 
distance limit 126 
distance vector 598 
Distance Vector Multicast Routing 

Protocol (DVMRP) 651 
Teverse path broadcasting (RPB) 65! 
Teverse path forwarding (RPF) 651 
Teverse path multicasting (RPM) 652 

distance vector routing 

algorithm 601 

count to infinity 602 

poison reverse 603 
split horizon 603 

three-node instability 604 
two-node loop 602 

distortion 79, 194 
distributed coordination function 

(DCF) 441 
Distributed Data Structure 

(DDS) 1026 
Distributed Hash Table (DHT) 1026 

address space 1026 

arrival of nodes 1028 

departure of nodes 1028 

hashing object identifier 1027 
hashing peer identifier 1027 
routing 1028 

storing object 1027 

distributed interframe space (DIFS) 
339, 44] 

distribution 912 

distribution hub 398 

distribution system 440 
Distributive Domain Name System 

(DDNS) 1036 
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divisor 267 

DLC see data link control 

DNS Security (DNSSEC) 921 

DNS see Domain Name System 

DNSSEC see DNS Security 

do not fragment bit 569 

DOCSIS see Data Over Cable System 

Interface Specification 

documentation 931 

DOD see Department of Defense 

dog-leg routing 589 

domain 374, 912 

domain name 912 

fully qualified 912 

partially qualified 912 

space 912 

Domain Name System (DNS) 41, 

910-921, 1026 

caching 918 

country domain 916 

encapsulation 920 

generic domain 915 

iterative resolution 917 

message 919 

name space 911 

primary server 915 

query 919 

recursive resolution 917 

registrar 920 

resolver 916 

resource record 918 

response 919 

root server 914 

secondary server 915 

security 921 

server 913 

zone 914 

DoS see denial of service. 

dotted-decimal notation 529 

double crossing 589 

downstream band 399 

data 399 

video 399 

DPCM see differential PCM 

drop cable 398 

drop line 11 

DS field 1066 
DS Services 172 

DS-0 172 
DS-1 171 

DS-2 171 
DS-3 171 
DS-4 171 

DS-n see digital signal-n 

DSL see Digital Subscriber Line 

DSLAM see digital subscriber line 

access multiplexer 

DSS see Digital Signature Standard 

DSSS see direct sequence spread 

spectrum 

dual 12 
dual ring 344 

dual stack 683 

duplex see full-duplex 

duplicate ACKs 7710 

duplicate segment 715 

DV see distance vector 

DVMRP see Distance Vect 

Routing Protocol 

DWDM see dense wave-division 

multiplexing 

dynamic document 875 

Active Server Page 875 

ColdFusion 875 

Dynamic Domain Name System 

(DDNS) 920-922, 1036 

ation Protocol 

or Multicast 

Dynamic Host Configur 

(DHCP) 39, 539, 582 

error control 542 

magic cookie 540 

message format 540 

operation 540 

ports 542 

using FTP 542 

dynamic port 695 

E 
E line 173 

e-commerce 884 

e-mail see Electronic mail 891, 894 

e-mail security 904, 1141 

certificates 1141 

cryptographic algorithms 1141 

cryptographic secrets 1141 

Pretty Good Privacy 1142 

S/MIME 1147 

Barth-Centered Earth-Fixed 

(ECEF) 488 

eavesdropping 678 

eBGP see external 3GP 

ECEF see Earth-Centered Earth-Fixed 

echo 577 

reply 577 

request 577 

request and reply 680 

server program using TCP 838 

__ server program using UDP 834 

edge 596 

effective bandwidth 98 

efficiency 212, 370, 711 

circuit switching 212 

datagram network 215 

virtual-circuit network 221 

EGP see Exterior Gateway Protocol 

EHE see extremely high frequency 

eight binary, six ternary (8B6T) 106 

eight binary, ten binary (8B/10B) 412 

electromagnetic 

energy 186 

noise 197 

signals 53 

spectrum 187, 197 

electronic mail (e-mail) 41, 82 

address 894 

alias 895 

architecture 892 

elm 893 

Eudora 893 

exchanger 895 

Internet Mail Access Protocol 900 

mail server 895 

mailbox 892 

mailing list 895 

Message Access Agent 895 

Message Transfer Agent 895 

Multipurpose Internet Mail 

Extensions 900 

Outlook 893 

pine 893 

Post Office Protocol 899 

pull program 893 

push program 893 

receiving mail 894 

security 904 

Simple Mail Transfer Protocol 895 

user agent 893 

Web-based mail 903 

electronic serial number (ESN) 478 

elm 893 

empty slot 167 

Encapsulating Security Payload (ESP) 

678, 1127 

encapsulation 41, 660, 696, 740, 

750, 920 

at the source host 41 

IGMP 660 

decapsulation 41 

encoder 263, 266 

encoding 349, 378, 381, 955, 968, 

969, 980 

Ethernet 371 

method 940 

RZ 103 

encryption 1081, 1095 

encryption algorithm 1081 

1, 891-904 

encryption/decryption algorithms 1136 
end office 388 

end switch 389 

end system 7 

end-of-option option 572 

energy level 337 

entity authentication 1105~1108 

challenge-response 1106 

password 1106 

something inherent 1106 

something known 1106 

something possessed 1106 

verification categories 1106 

versus message authentication 1105 

ephemeral port number 694 

error 119, 120, 257, 438 

error control 294, 298, 514, 542, 700, 

739, 768, 801 
block coding 111 

coding 259 

detection 258, 259 

redundancy 258 

error detection 100, 257, 258, 259 

error reporting 679 

error types 948 

error-reporting message 575, 591 

ESC see escape character 

escape character (ESC) 295 

ESN see electronic serial number 
ESP see Encapsulating Security Payload 

ESS see extended service set 

ESS-transition mobility 441 

Ethernet 362-380 

10-gighbit 382 
access method 368, 377 

address 646 

addtessing 366 

autonegotiation 377 

bridged 373 

broadcast address 366 

collision domain 374 

CRC 365, 469 
CSMA/CD 375 
destination address (DA) 365 

efficiency 370 

fast 376 

frame format 364, 468 

frame length 365 

full-duplex switched 375 
gigabit 379 

implementation 370, 382 

MAC control sublayer 376 
MAC sublayer 376, 380 
multicast address 366 
Padding 365 

Preamble 364 

protocol 362 

source address (SA) 365 

standard 364 

start frame delimiter (SFD) 365 

switched 374 

thick 371 

thin 372 

transmission of address bits 366 

type 365, 469 

unicast address 366 

Eudora 893 

exchanger 895 

expansion permutation 1089 

experimental 23 

expertise 197 

expiration timer 616 

explicit signaling 528 

exponential increase 778 

exposed station problem 447 

extended service set (ESS) 440 

Extensible Hypertext Markup Language 

(XHTML) 875 

Extensible Markup Language 

(XML) 875 

Extensible Style Language (XSL) 875 

extension header 677 

authentication 678 

destination option 678 

ESP 678 

fragmentation 678 

hop-by-hop option 677 

source routing 678 

Exterior Gateway Protocol (EGP) 612 

external BGP (eBGP) 623 

external link AS 621 

extracting information 533 

extremely high frequency (EHF) 198, 199 

F 

PA see foreign agent 

fail 1040, 1044 

Fanning, Shawn 1024 

Fast Ethernet 

method 377 

autonegotiation 377 

encoding 378 

fast Fourier transform (FFT) 985 

fast recovery 781 

fast retransmission 770, 774 

FastTrack 1024 

fault 9, 12, 932 

fault management 932 

FCC see Federal Communications 

Commission 

FCS see frame check sequence 

INDEX 1207 | 

FDDI see Fiber Distributed Data 
Interface 

FDM see frequency division 
multiplexing (FDM) 

FDMA see frequency division multiple 
access 

FEC see forward error correction 
Federal Communications Commission 

(FCC) 199 

FHSS see frequency-hopping spread 
spectrum 176 

fiber 162, 400 

Fiber Distributed Data Interface (FDDI) 
344, 362 

fiber node 398 

fiber-optic cable 187 

bandwidth capabilities 400 

trunk 388 

FIFO see first-in, first-out 

FIFO queuing 1056 

fifth harmonic 64 

File Transfer Protocol (FTP) 41, 821, 

887-891 

block mode 890 

compressed mode 890 

connections 888 

data connection 889 \ 

page structure 889 

record structure 889 

security 891 

stream mode 890 

filter 122, 158, 495 

FIN segment 755 

FIN+ACK segment 755 . 
finger table 1029 

fingerprint 1098 

finite state machine (FSM) 295, 705 

Firefox 874 

firewall 1149-1151 

application gateway 1153 

packet-filter 1152 

proxy 1152 

first generation (1G) 473 

first harmonic 64, 73 

first-in, first-out (FIFO)1056 | 

fixed-size framing 294 

flag 294, 564, 569 

flat-top sampling 116 

Fletcher checksum 281 

flickering 982 

flooding 604 

flow and priority 676 

flow classes 1055 

flow contro] 294-297 515, 697, 

739-799, 1055-1062 

buffers 699 
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flow control—Cont, 

pulling 697 

pushing 697 
to improve QoS 1055-1062 

flow label 518, 676 

flow specification 1062 
FM bandwidth 149 

FM radio 67, 161 

FM requirement 149 
FM see frequency modulation 
focus 201 

footprint 484, 488 

foreign agent (FA) 583, 1168 
foreign network 582 

format 677, 947 

forward error correction (FEC) 

282-284, 994 
forward transmission 478 
forwarding 496, 514, 648 
forwarding table 514, 547, 551, 

614, 618 
four binary, five binary (4B/5B) 110 
four-dimensional, five-level pulse 

amplitude modulation 

(4D-PAMS) 107, 381 
four-way handshake 755, 796 
Fourier analysis 63, 70 
fourth generation (4G) 482 
FQDN see fully qualified domain name 
fragmentation 444, 567, 568, 678, 799 

and reassembly 676 

header fields 569 

identification 564 

offset 564, 570 

offset field 569 

Teassembly 568 

frame 39, 42, 164, 172, 294 
frame bursting 381 

frame check sequence (FCS) 306 
307, 311 

frame format 364, 444, 456, 468 
frame length 365 

frame size 173, 294, 335, 422 
frame synchronization 169 
frame tag 505 

framing 294, 305, 310 

bit 169 

bit stuffing 296 

bit-oriented 296 

byte-stuffing 295 
character-oriented 294 
escape character 295 
fixed-size 294 

flag 294 

function 363 

variable-length 294 

’ 

Freenet 1024 

frequencies 57, 57, 59, 70, 116, 136, 
147, 115, 116, 136, 147, 140, 
199-201 

AM 147 

ASK 138 

band 484 

carrier signal 138 

FM 148 

high 59 

infinite 59 

inverse 57 

low 59 

non-periodic signal 70 

periodic signal 70 

PM 149 

PSK 142 

sine wave 61 

units 57 

wavelength 6] 

zero 59 

frequency division multiple access 
(FDMA) 344 

frequency division multiplexing (FDM) 
156, 157, 

frequency division multiplexing 156, 
157, 345 

applications 161 

carrier 157 

cellular telephone 161 

channels 157 

circuit-switched network 209 
FDMA 345 

guard bands 157 

implementation 162 

process 157 

telephone system 160 

frequency hopping spread spectrum 
(FHSS) 176, 177, 448, 457 

frequency masking 985 
frequency modulation (FM) 67, 

161, 169 

frequency range 190 

frequency reuse factor 480 
frequency shift keying (FSK) 136, 138 
frequency-domain plot 62 
frequency-hopping spread spectrum 

(FHSS) 176, 448, 457 
bandwidth 176 

bandwidth sharing 178 

Bluetooth 457 

frequency-reuse principle 471 
from DS 446 

FSK see frequency shift keying 
FSK with Gaussian bandwidth filtering 

(GFSK) 456, 457 

FSM see finite state machine 
FTP see File Transfer Protocol 
full-duplex communication 7, 746, 792 
full-duplex service 746, 792 
full-duplex switched 375 
full-duplex switched Ethernet 375 
fully qualified 912 
fully qualified domain name 

(FQDN) 912 
function 308, 373, 394, 395, 572, 1089 
fundamental frequency 64 

G 

G.71 1013 

G.723.1 1013 

gamma ray 187 

garbage collection timer 616 
gatekeeper 1013 

Gates, Bill 489 

gateway 20, 26, 1012 

gateway link (GWL) 488 

GBN see go-back-N 

general header 794 

generator 259, 263, 265, 270 
generator polynomial 270 
generic domain 915 

GEO see geostationary Earth orbit 
geographical routing 552 
geostationary Earth orbit (GEO) 

485, 485 
geostationary orbit 485 
geostationary satellite 485 
GetNextRequest 946 
GFSK see FSK with Gaussian 

bandwidth filtering 
GIF see Graphic Interchange Format 
gigabit 379 
Gigabit Ethernet 379-381 

carrier extension 380 

encoding 381 

frame bursting 381 

implementation 381 

MAC sublayer 380 

network length 380, 381 

physical layer 381 

traditional 380 

global address 217 

Global Positioning System (GPS) 

477, 486 

measuring the distance 487 
pseudorange 488 

synchronization 487 

triangulation 486 

trilateration 486 

global routing prefix 668 

Global System for Mobile 
Communication (GSM) 475 

band 475 

reuse factor 477 
transmission 475 

global unicast address 668 
Globalstar 489 

GLOP block address 645 
GNUnet 1024 

Gnutella 1024, 1025 

go-back-N (GBN) 256, 713 
acknowledgment number 714 
FSM 716 

protocol 719 
receive sliding window 715 
resending packet 716 
R,, variable 715 

send window size 718 
sequence number 713 

Spvariable 714 

S, variable 714 
Ssize Variable 715 
timers 716 

versus stop-and-wait 719 

Google mail 903 
GPS see Global Positioning System 
graded-index multimode 193, 194 
Graphic Interchange Format (GIF) 982 
ground propagation 197, 198 

group 160 

group address 641 
group management 454 : 
erdup-stiited tree approach 650 

group-shared tree approach to 

multicasting 650 

grouping of bits 128 

GSM see Global System for Mobile 

Communication 
guaranteed 1063 

guard band 157, 345 

jumbo group 160 

telephone system 160 

guard time 346 

guided media 187-196 
conductor 187 

definition 187 

fiber-optic cable 187 

H 

H.323 1012 

gate keeper 1013 
gateway 1012 

protocols 1013 

Operation 1013 

HA see home agent 

half-close option 755 

half-duplex 7 

Hamming distance 260, 283 

handoff 472 

Handshake Protocol 1138 

handshaking period 340, 443 
hard 472 

hardware implementation 274 

hash algorithms 1136 

hash function 1098 

hashed MAC (HMAC) 1100 
hashing object identifier 1027 
hashing peer identifier 1027 
HDLC see High-level Data Link 

Control 

HDSL see high bit rate digital 
subscriber line 

head end 397 

header 748 

header checksum (IPv4) 565 

header fields 569 

header files 834 

header length 563 

header length calculation 564 

header translation 683 

hertz (Hz) 57-80, 157, 181, 186 
hexadecimal notation 529 

HFC see hybrid-fiber-coaxial 

hidden station problem 341, 439, 443 

hierarchical routing 551, 612 

hierarchical switching 555 

hierarchy 35, 160, 529, 667, 911, 913 
hierarchy of digital signals 171 
High-level Data Link Control (HDLC) 

304-308, 320 
frames 305 

information 305, 320 

piggybacking 305 

supervisory 305, 320 

unnumbered 305, 320 

high-rate direct sequence spread 

spectrum (HR-DSSS) 450 

high bit rate digital subscriber line 

(HDSL) 396, 400 

HMAC see hashed MAC 

home address 582 

home agent (HA) 583 

home network 582 

hop count 613 

hop-by-hop option 677 

jumbo payload 677 

Pad1 677 

PadN 677 

payload 677 

horn antenna 200, 201 

host 7, 436, 694, 874 

INDEX 1209 

host-to-host communication 693 
Hotmail 903 
house voltage 57 
HR-DSSS see high-rate direct-sequence 

Spread spectrum 
HTML see HyperText Markup ‘ 

Language 
HTTP see HyperText Transfer Protocol 
HTTPS see Hypertext Transfer 

Protocol, Secured 
hub 10, 494 
Huffman coding 964 
Huffman tree 966 

human voice 65, 121 

hybrid-fiber-coaxial (HFC) 398 
bands 399 

CM 400 
CMTS 400 
distribution hub 398 

downstream data band 399 
downstream video band 399 
fiber node 398 

regional cable head 398 

upstream data band 399 

hypermedia 872 
Hypertext Markup Language (HTML) 

874, 875 
Hypertext Transfer Protocol (HTTP) 41 

821, 871, 872, 876 
conditional request 881 

cookie 883 
message format 878 
hon-persistence connection 876 
persistence connection 877 

proxy servers 885 

request message 879 

response message 880 

security 887 

Web caching 885 

Hypertext Transfer Protocol, Secured 

(HTTPS) 887 
Hz see hertz 

> 

I 

I-frame see information frame 

I-frame see inter-coded frame 

IAB see Internet Architecture Board 

IANA see Internet Assigned Numbers 

Authority 

iBGP see internal BGP 

ICANN ranges 695 

ICANN see Internet Corporation for 

Assigned Names and Numbers 

ICMP see Internet Control Message 

Protocol 
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ICMPv4 see Internet Control Message 
Protocol version 4 

ICMPV6 sce Internet Control Message 
Protocol version 6 

ideal sampling 115 
identifier space 1029, 1036, 1041 
IEEE 802.11 Project 439-450 
IEEE see Institute of Electrical and 

Electronics Engineers 
IEEE standard 505 
IESG see Internet En gineering Steering 

Group 
IETF see Internet Engineering Task 

Force 
IFDMA see interleaved FDMA 
IFS see interframe space 
IGMP see Internet Group Management 

Protocol 
IGP see Interior Gateway Protocol 
IKE see Internet Key Exchange 
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carrier 

image 5, 978 
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IMT-2000 480 
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802.11 FHSS 448 
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802.11b DSSS 450 
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architecture 440 
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OFDM 449 
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admission 1063 
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guaranteed 1063 
Resource Reservation Protocol 

1062, 1063 
service class 1063 

integrity 1078 
inter-AS routing Protocol 612 
inter-coded frame (I-frame) 983 
inter-LATA service 389 
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interdomain routing protocols 657-658 
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BGMP 658 

MBGP 657 

MSDP 658 
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Interface Message Processor CMP) 20 
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internet 15 17, 21, 23 
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checksum 280, 287 
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draft 22 
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provider network 17 
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TAB 24 
TETF25 
IRTF 25 
ISOC 24 

Internet Architecture Board (IAB) 24 
Internet Assigned Numbers Authority 

(IANA) 24 
Internet backbone 524 
Internet Control Message Protocol 

(ICMP) 39, 562, 569 
checksum 570, 580 
code field 575 

data section 575 
destination unreachable 576 
echo reply 577 

echo request 577 
error-reporting message 575, 59] 
IP header 576 

message format 575 
parameter problem 577, 680 
query message 575, 577, 591 
redirection 577 
source quench 577 
time exceeded 577, 680 
timestamp reply 578 
timestamp request 578 
type field 575 

Internet Control Message Protocol 
version 4 (ICMPv4) 574-580 

Internet Control Message Protocol 
version 6 (ICMPv6) 569, 
679-682 

destination unreachable 
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echo request and reply 680 
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advertisement 681 
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parameter problem 680 
redirection 681 

time exceeded 680 
Internet Corporation for Assigned 

Names and Numbers (ICANN) 
536, 612 

Internet Engineering Steering Group 
(IESG) 25 

Internet Engineering Task Force (IETF) 
24, 25, 554 

Internet Explorer 874 

Internet Group Management Protocol 
(IGMP) 39, 41, 562, 568-682 

address conversion 646 
address mapping 646 
encapsulation 660 
Ethernet address 646 
membership report 682 
message format 682 
physical multicast addressing 646 
query message 659 
report message 658, 659 
tunneling 647 

type field 659 
WAN'647 

Intermet history 19-22, 46 
Internet Key Exchange (IKE) 1132 
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(IMAP) 900 
Internet phone 990 
Internet Protocol (IP) 21, 39, 562 
Internet Protocol] next generation 

(IPng) 665 
Internet protocol television (IPTV) 990 
Internet Protocol version 4 (IPv4), 

562-573 
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comparison to IPv6 678 
control field 564 
datagram 572 
destination address 565 
fragmentation 567 
header chécksum 565 
header length 563 
options 566 

payroll) 566 

security 573 

source address 565 
to IPv6 transition 682 
to IPv6 transition 682 dual stack 683 
to IPV6 transition 682 header 

translation 683 
to IPv6 transition 682 tunneling 683 
total length 564 

type of service 563 
Internet Protocol version 6 (IPV6) 665 

address space 667 
address space allocation 668 
anycast address 667 
comparison to [Pv4 678 
compatible address 671 
destination option 677 
ESP 678 

extension header 677 

flow and priority 676 

flow label 676 

fragmentation 678 

fragmentation and reassembly 676 
interface identifier 668 
jumbo payload 677 
mapped address 671 
multicast address 667 
packet format 674 

Pad1 677 

PadN 677 

Source routing 678 
special addresses 670 
subnet identifier 668 
three address types 667 
unicast address 667 

Internet radio 989 
Internet Research Steering Group 

(IRSG) 25 

Internet Research Task Force (IRTF) 
24, 25 

Internet security 1114, 1134 
application layer 1140 
e-mail security 1141 
network layer security 1124 

Internet Security Association and Key 
Management Protocol 

(ISAKMP) 1133 
Internet Service Provider (ISP) 18, 

532, 612 

Internet Society (ISOC) 24 
Internet standard 22 

draft 23 
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experimental 23 
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informational 23 

limited use 24 

maturity level 22 

not-recommended 24 
proposed 22 

recommended 23 
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Internet structure 611 
Internet telephony 822 
Internet television (ITV) 990 
Internet transport layer protocols 

727, 736 

Internet TV 989 

Internetwork 15 

Internetwork control block addresses 645 
interpreter 873 

interval 115 

intra-AS routing protocol 612 
intra-LATA service 389 
Mmtracoded frame (I-frame) 983 
intradomain multicasting protocols 

654-656 
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intradomain FOUN protocol 612, 650 
IntServ see Intexrated Services 
ionospheric Propagation 198 
IP address 46, $25 S45, 581, 843 
IP address example 942 
IP addresses in Java 843 
IP header 576 
IP next generation (Png) 665 
IP Security (IPSec) 574, 1124 

AH Protocol 1126 
Encapsulating Security Payload 1127 
Internet Key Exchange | 132 
Okley protocol 1132 
Security Association 1130 
Security Association Database 1130 
Security Policy 1131 
Security Policy Database 113] 
services 1129 

SKEME 1132 

transport mode 1124 
tunnel mode 1125 
virtual private network 1133 

IP see Internet Protocol 
IP spoofing 574 
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Control Protocol 
IPng see Internet Protocol, next 

generation 
IPSec see IP Securi ty 
IPTV 822, 989 
IPv4 address 528-545 

binary notation 529 
classful 530 
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dotted-decimal notation 529 
hexadecimal notation 529 
hierarchy 529 
network address 535 
notation 529 

prefix 530 

suffix 530 

mask 534 

pace 529 

IPv4 see Internet Protocol, version 4 
IPv6 665 see Internet Protocol, version 6 
IPv6 addresses 666-673 

abbreviation 666 
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hierarchy 667 

unique local unicast 671 

zero compression 666 

IPv6 protocol 674-678 

IPv6 traffic 

Tridium 489 
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IRTF see Internet Research Task Force 

IS-95 see Interim Standard 95 

Interim Standard 95 (IS-95) 

bands and channels 477 

data rate sets 480 
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frequency reuse factor 480 

paging 479 

pilot channel 478 

reverse transmission 479 

soft handoff 480 

synchronization 477 

ISAKMP see Internet Security 

Association and Key 

Management Protocol 

ISDN see Integrated Services Digital 

Network 

ISN see initial sequence number 

ISO see International Organization for 

Standardization 

ISOC see Internet Society 

isochronous transmission 129 

ISP see Internet service provider 

iterated cryptographic hash 

function 1099 

ITU see International 

Telecommunications Union 

ITU, Telecommunication 

Standardization Sector (ITU-T) 

401, 421, 939, 1031 

ITU-T see ITU, Telecommunication 

Standardization Sector 

IV see initial vector 

J 
jamming 155 

Java 874 

Java applet 876 

Java Server Page (JSP) 875 

Java Server Page 875 

JavaScript 874, 876 

jitter 88, 991, 1054 
join 1039, 1044 

join message 656 

Joint Photographic Experts Group 

(JPEG) 979 
encoding 980 

quantization 979 

transformation 979 

JPEG see Joint Photographic Experts 

Group 
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Julius Caesar 1084 

jumbo group 160 

jumbo payload 677 

juinbo payload option 677 
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K 

K-buckets 1044 

Kademlia 1029, 1041-1044 

concurrent updating 1044 

fail 1044 
identifier space 1041 

join 1044 

K-buckets 1044 

leave 1044 
parallel query 1044 

routing table 1041 

Karn’s algorithm 788 

Kazaa 994 

KDC see key-distribution center 

keepalive 630 

keepalive timer 790 

Kepler 483 

Kepler’s law 483 

Kevlar 195 

key 1081 

key distribution center 

(KDC) 1109 

key exchange algorithms 1135 

key generation 1090 

key management 1108, £150 

public-key distribution 1112 

symmetric key agreement 1111 

symmetric-key distribution 1108 

key material 1136 

key revocation 1147 

key rings 1144 

L 

L2CAP layer 452 

L2CAP see Logical Link Control and 

Adaptation Protocol 

LAN PHY 382 
LAN see local area network 

LATA see local access transport area 

latency 85, 86, 87 

layered architecture 35 

LCP see Link Control Protocol 312 

leaky bucket 1058 

least-cost path 596, 597 

least-cost routing 596 

Jeast-cost tree 597,598, 599 

LEC see local exchange carrier 

Lempel Ziv Welch (LZW) 963 

LEO see low-Earth-orbit 

limited bandwidth 71, 72 

limited broadcast address 539 

“tine bandwidth 395 
line coding 96 

line-of-sight 198 

antenna 198 

microwaves 200 

propagation 197 

linear block code 262 

cyclic 264 

minimum distance 262 

parity-check code 262 

linear predictive coding (LPC) 975 

Link Control] Protocol (LCP) 312 

link local block 671 

link layer 228-241 

link state 604, 632 

advertisement 619 

database 604, 653 

packet (LSP) 604 

link state advertisement (LSA) 619 

link state database (LSDB) 

604, 653 
link state packet (LSP) 604 

link state routing 604 

Dijkstra Algorithm 605 

flooding 604 

link state data base 604 

LS packet 604 

link-address 242, 243 

link-layer addressing 242-251 

link-layer switch 495 

filtering 495 

forwarding 496 

learning 496 

transparent 496 
LIS see logical IP subnet 

DLC see Data Link Control 

LLC see logical link control | 

local access transport area (LATA) 389, 

390-393 
local area network (LAN) 13, 362 

local call service 393 
local central office 388 

local exchange carrier (LEC) 

local ISP 551 

local login 905 

local loop 388 

local network control block 644 

local socket address 826 

logical address 43 

logical connection 35 
logical link control (LLC) 362, 363 

Logical Link Control and 

Adaptation Protocol 

(L2CAP) 452 | 

logical ring 343 

long-distance company 389 

longest mask matching 550 

longest prefix match 553 

loopback address 539 

loose source route 573, 678 

lossless compression 962 

arithmetic coding 968 

decoding 968 

encoding 968 

Hufiman coding 964 

static versus dynamic 971 
table 967 

tree 966 

lossy compression 972, 980 

adaptive DM 974 

adaptive DPCM 975 

delta modulation 972 

differential PCM 974 

discrete cosine transform 975 

linear predictive coding 975 

predictive coding 972 

transform coding 975 
lost segment 774 

low-Earth-orbit (LEO) 484, 488 

low-pass channel 71, 135 

band-pass 75 

digital signal approximation 72, 73 
limited bandwidth 71, 72 

wide bandwidth 71. 72 

LPC see linear predictive coding 
LSA see link-state advertisement 

LSDB see link state database 

LSP see link state packet 

LZW see Lempel Ziv Welch 

M 

MA see multiple access 

MAAsgee Niessage access agent 

MAG address 43, 243 
MAC control sublayer 376 

MAC see media access control 

MAC see message authentication code 

MAC sublayer 376, 441, 380 

magic cookie 540 

mail server 893, 895 

Mail Transfer Agent (MTA) 892 

mailbox 892 

mailing list 895 

MAN see metropolitan area network 

Management components 935 

Management Information Base (MIB) 

935, 942, 943 
Manchester coding 103 

coding 103, 104 

Ethernet 371 

transition 104 

many to one/one to many 156 

mapped address 671 

mask 534 

masquerading 1080 

master group 160 

master secret | 136 

maturity level 22 

maximum burst size (MBS) 1074 

maximum segment size (MSS) 768, 
789, 812 

maximum transfer unit (MTU) 568, 680 
MBGP see Multicast Border Gateway 

Protocol 

MBONE see multicast backbone 

MBS see maximum burst size 

MC-CDMA see multi-carrier CDMA 

MD see Message Digest 

MDC see modification detection code 
MDV see Multicast Distance Vector 

media 4, 61, 436 

media access control (MAC) 362, 363 
address 43, 243 

channelization 344 

contention 326 

contention-based DCF 443 

contention-free PCF 443 

control 445 

control sublayer 376 

controlled access 34] 

data 446 

distributed coordination function 441 

fragmentation 444 

frame format 444 

management 445 

point coordination function 443 

random access 326 

token-passing 343 

media guided 187 

media player 986, 987 
media unguided 197 

medium Earth orbit (MEO) 484, 485 

membership report 682 

MEO see medium-Earth-orbit 

mesh topology 9 

message 4, 41, 1064, 919, 948 

Message Access Agent (MAA) 892, 895 

message authentication 

1099-1100, 1103 

message authentication code 

(MAC) 1099 

message digest (MD) 1098, 1099, 1121 

message format 540, 575, 682, 

878, 1010 

message integrity 1097-1098, 

1103, 1142 

cryptographic hash function 1098 

fingerprint 1098 

message digest 1098 

Message switching 208 

Message Transfer Agent (MTA) 895 

message types 575 
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messages 575, 615, 621, 630, 1007, 1064 
metafile 987 

Metcalfe, Robert 363 
metropolitan area network (MAN) 

361, 382 

MPSK see multilevel FSK 
MH see mobile host 
MIB see Management Information Base 
Microsoft Internet Information 

Server 874 

microswitch 228 

microwaves 199, 200 

applications 201 

band 200 

frequencies 200 

horn antenna 201 

parabolic dish antenna 201 
propagation 200 

unidirectional 200 

unidirectional antenna 200 

Military Network (MILNET) 21 
MILNET see Military Network 
MIME see Multipurpose Intemet Mail 

Extension 
MIMO see multiple-input, multiple- 

output antenna 

minimum bandwidth 98 

minimum Hamming distance 261, 262 

minimum size 678 

mixer 994, 1175 

MLT-3 see multiline transmission, 
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mobile communication 581 

mobile host (MH) 582 

mobile IP 581-589 

addressing 581 

agent 583 

agent advertisement 584 

agent discovery phase 584 

agent solicitation 586 

care-of address 582 

collocated care-of adsdress 583 

data transfer phase 587 
double crossing 589 

foreign agent 583 

foreign network 582 

home address 582 

hoing agent 583 

home network 582 

inefficiency 589 

IP address 581 

mobile host 582 

proxy ARP 588 

registration phase 586 
registration reply 587 
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registration request 586 

solution 590 

Stationary hosts 581 

triangle routing 589, 1189 

update binding packet 590 

warning packet 590 

mobile station (MS) 470 

mobile switching center (MSC) 471 
modem see modulator-demodulator 

modern block cipher 1087 

circular shift operation 1088 

combine operation 1088 

components 1088 

P-box 1088 

S-box 1088 

split operation 1088 

swap operation [088 

modern stream cipher 1091 

modern symmetric-key cipher 1087 

DES 1088 

one-time pad 1091 

stream 109] 

modification 573, 1080 

modulation 75, 138, 457, 482 

AM 147 

analog-to-analog 147 

FM 148 

PM 149 

transmission 75 

modulation rate 97 

modulator 124 

modulator-demodulator 7, 76, 395, 1087 
modulo arithmetic 710, 720 

modulo-2 binary division 266 

monoalphabetic cipher 1083 

more-fragment bit 569 

MOSPF see Multicast Open Shortest 

Path First 

Motion Picture Experts Group (MPEG) 

982-983 

B-frame 983 

L-frame 983 

P-frame 983 

spatial compression 983 

temporal compression 983 

Moving between environments 437 
MP3 see MPEG audio layer 
MPEG audio layer 3 (MP3) 982, 985 
MPEG see Motion Picture Experts Group 
MPLS see Multi-Protocol Label 

Switching 

MSC see mobile swilching center 
MSDP see Multicast Source Discovery 

Protocol 

MSS see maximum segment size 

MTA see Mail Transfer Agent 

MTA see Message Transfer Agent 

MTU see maximum transfer unit 

MU-MIMO see multi-user MIMO 

multi-carrier CDMA (MC-CDMA) 482 

multi-carrier code division multiple 

access (MC-CDMA) 482 

Multi-Protocol Label Switching 

(MPLS) 554 

multi-user MIMO (MU-MIMO) 482 
mullicast address 366, 667 
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internetwork control block 645 

local network control block 644 
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source specific multicast (SSM) 

block 645 

multicast addresses in IPv4 643 

multicast addresses in IPv6 666-672 
Multicast Border Gateway Protocol 

(MBGP) 657 
Multicast Distance Vector (MDV) 65] 
Multicast Open Shortest Path First 

(MOSPF) 653 

multicast routing 595 

Multicast Source Discovery Protocol 

(MSDP) 658 

multicast trees 1063 

multicasting 640-649 994 

access to distributed databases 642 

addresses 643 

applications 642 
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groups 647 

distance learning 643 

emulation with unicasting 642 

forwarding 648 

group-shared tree approach 650 

information dissemination 642 

interdomain routing protocols 657 

Multicast Distance Vector 651 

Multicast Open Shortest Path First 653 

Protocol Independent Multicast 654 

source-based tree approach 650 

teleconferencing. 642 

versus broadcasting 643 

versus multiple unicasting 641 
versus unicasting 640 

multidrop 8 

multihomed AS 612 

multihoming 791 

amultilevel ASK 140 

multilevel coding 104, 105 

multilevel FSK (MFSK) 141-142, 178 
multilevel multiplexing 168 

multilink PPP 317 

multimedia 22, 961, 978-994 

audio 984 

compression 979, 984 

data 978 

digital 978, 982 

GIF 982 

image 978 

in Internet 986 

JPEG 979 

streaming stored audio/video 986 

text 978 

video 982 

multimedia data 978-994 

multimode 193 

multipath propagation 438 

multiple access (MA) 326 

multiple in, multiple out (MIMO) 

450, 482 

multiple KDCs 1109 

multiple slot multiplexing 169 

multiple streams 791 

multiple unicasting 641, 642 

multiple-input, multiple-output 

(MIMO) 450, 466, 482 
multiple-secondary communication 455 

multiplexer (MUX) 156, 697 

multiplexing 43, 155-174, 160, 172, 
312, 423, 697, 741, 746 

and demultiplexing 43 

definition 156 

many to one/one to many 156 

multipoint 8, 9, 11 

definition 8 

spatially shared 9 

time shared 9 

Multipurpose Internet Mail Extension 

(MIME) 900, 1147 

multistage switch 223, 226 

banyan 228 

blocking 224 

time-space-time (TST) 226 

multistream delivery 798 

multistream service 791 

MUX. See multiplexer 

N 

Nagle’s algorithm 767 

NAK see negative acknowledgment 

name server 911, 913 

distribution 912 

domain 912 

flat 911 

hierarchical 911 

Napster 1024 

NAT see Network Address Translation 
National Institute of Standards and 

Technology (NIST) 1099 
national ISP 551 

National Science Agency (NSA) 1133 
National Science Foundation (NSF) 21 
National Science Foundation Network 

(NSENET) 21 

NAV see network allocation vector 
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negative acknowledgment (NAK) 307, 

308, 376 

neighbor solicitation and 

advertisement 681 

Netscape Navigator 874 

network 7-12, 422, 483, 1024 
address 535 
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categories 25 

criteria 7 

delay 525 

internet [5 

inlernetwork 15 

load 525 

NAT 543 

NAV 340, 443 

performance 8 

veliability 8 

throughput 525 
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network address 535 

network address translation (NAT) 543 
netw oj k allocation vector (NAV) 

f (BAO, 443 
Network Control Protocol (NCP) 20, 

312, 316 

network interface card (NIC) 366, 

372, 436 

network layer 8, 39, 393, 511-517, 
561-594, 693 

congestion contro] 515 

connection-oriented service 517 

connectionless 516 

control 526 

datagram approach 516 
delay 522 

error control 514 

flow control 515 

forwarding 514 

packet loss 525 

packet switching 516 

packetizing 513 

performance 84, 522-527 

protocols 56]-594 

quality of service 515 
routing 513 

security 8.516, 1077 

services 512 

throughput 523 

virtual-circuit approach 517 

network layer performance 522-527 

network layer protocols 561-594 

network layer security 1122-1131, 1151 
network length 380, 381 

network link 620 

network management 929, 930 

accounting 934 

configuration 930 

documentation 93 | 

fault management 932 

introduction 930 

performance 933 

proactive 933 

reactive 932 

reconfiguration 930 

response time 933 

security 933 

Simple Network Management 

Protocol 934 

throughput 933 

traffic 933 

network performance 84 

network security 8, [077 

network types 13-18 

Network Virtual Terminal (NVT) 906 
network-to-network interface (NNI) 425 
networking 22 

NewReno TCP 784 

NEXT-HOP 629 

NIC see network interface card 

NIST sce National Institute of Standards 

and Technology 

NNI see network-to-network interface 

No-operation option 572 

no-transition mobility 441, 1189 

nodes 208, 596 

noise 79, 100, 394 

coaxial cable 190 

crosstalk 79 

digital service 394 

impulse 79 

induced 79 

thermal 79 

noiseless channel 8] 

noisy channel 82, 83 

non-ASCII data 900 

non-blocking switch 224 

non-coherent BFSK 141 

non-periodic composite signal 63, 64 

hon-periodic signal 56, 65, 70 

non-persistence connection 876 

non-repudiation 1103 
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non-return-to-zero (NRZ) 10t, 102, 139 
ASK 139 

baseline wandering 102 
BFSK 141 

BPSK 143 

invert (NRZ-I) 101, 102 
level (NRZ-L) 101, 102 

polarity switch 102 

synchronization 102 
non-return-to-zero, invert (NRZ-I) 

101-103, 108-109, | [0-11], 
378~379 

non-return-to-zero, level (NRZ-L) 
101-103, 108-109, 349 

non-standard protocols 820 
nonpersistent method 333 
normal response mode (NRM) 305 

normalized error 119 

NOT operation 534 

notification 630 

NRM see normal response mode 
NRZ see non-return-to-zero 
NRZ.-I see non-return-to-zero, invert 
NRZ-L see nonreturn-to-zero, level 

NSA see National Security Agency 
NSF see National Science Foundation 
NSFNET see National Science 

Foundation Network 

numbering system 746 

NVT ASCII 888, 900 

NVT see Network Virtual Terminal 

Nyquist 81. 83, 116 

bit rate 8] 

formula 83 

noiseless channel 81 

theorem 116 

O 

Oakley protocol 1132 

OC see optical carrier 

OFDM sce orthogonal-frequency- 

division-multiplexing 

OFDMA see orthogonal FDMA 

offset 564, 60, 570 

omnidirectional 199 

omnidirectional antenna 199 

on-off keying (OOK) 138 

one-dimensional DCT 975 

one’s complement arithmetic 278 

one-time pad 1091] 

OOK see on-off keying 

Open Shortest Path First (OSPF) 611,618 

algorithm 621 

area identification 619 
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external link AS 621 

forwarding table 618 

implementation 621 

link state advertisement 619 

messages 621 

metric 618 

network link 620 

performance 622 

router link 620 

summary link to AS 621 

summary link to network 620 

open system 44 

Open Systems Interconnection (OSI) 

44, 45, 47 

lack of success 45 

layers 44 

presentation layer 45, 47 

session layer 45, 47 

versus TCP/IP 44 

open-loop 526 

open-loop congestion control 526 

opening and closing windows 763 

optical carrier (OC) 382, 401-403, 420 

optical fiber 162, 193, 194, 195, 197 

advantages 197 

applications 196 

attenuation 197 

bandwidth 197 

cladding 195 

composition 195 
connectors 195 

core 195 

disadvantages 197 

electromagnetic noise 197 

graded-index multimode 193, 194 

LAN 197 

multimode 193 

performance 195 

reflection 193 

single-mode 193, 194 

sizes 195 

step-index multimode 193 

unidirectional propagation 197 

WDM 162 

option negotiation 313 

Optional inclusion of checksum 740 

options 566, 790 

end-of-option 572 

loose-source route 573 

no-operation 572 

record-route 572 

strict-source route 572 

timestamp 573 

OR operation 534 

orbit 483 

order of the predictor 974 

ordered delivery 798 

ordering 993 

orthogonal FODMA (OFDMA) 482 

orthogonal frequency-division 

multiplexing (OFDM) 449 

orthogonal sequence 347, 349 

oscillator 139 

OSI see Open Systems Interconnection 

OSI model 44-45 

OSPF see Open Shortest Path First 

out-of-order segments 770 
Outlook 893 

output port 227 

overhead 172 

overlay network 1025 

P 

P-box see permutation box 

P-frame see predicted frame 

p-persistent method 333 

P/F see poll/final 

P2P see peer-to-peer 

packet 696, 793, 1003, 1147 

components 226 

format 247, 316, 674, 737, 794, 909 

loss 522, 525 

modification 573 

output port 227 

sniffing 573 

switching 226, 227, 516 

types 316 

Packet Internet Groper (PING) 

578, 579 

packet-filter firewall 1152 

packet-switch network 17, 516-521 

packet switching 213-216 

packet-too-big option 680 

packetizing 513 

Pad1 option 677 

padding 365, 564 

PadN option 677 

page structure 889 

paging 472, 479 

PAM see pulse amplitude modulation 

PAN see personal area network 

PAP see Password Authentication 

Protocol 

parabolic dish antenna 200 

paradigm 820, 821 

parallel query 1044 

parallel transmission 125 

p&rametet-problem error 577, 680 

Parity bit 263 

parity-check code 262 

decoder 263 

encoder 263 

syndrome 264 

parked state 451 

partially qualified domain name 

(PQDN) 912 

passive open 751 

password 1106 

Password Authentication Protocol 

(PAP) 314 

Pastry 1029, 1036-1041 
fail 1040 

identifier space 1036 

join 1039 

leave 1040 

lookup 1038 

routing 1037 

path 874 

path attributes 628 

Path MTU Discovery technique 678 

path vector 606 

path vector algorithm 610 

path vector routing 606, 607 

payload 677 

payroll 566 

PC see point controller 

PC see predictive coding 

PCF see point coordination function 

PCM see pulse code modulation 

PDU see protocol data unit 

peak amplitude 57 

peer-to-peer (P2P) 821 

centralized 1024 

Chord 1029 

decentralized 1025 

Kademlia 1041 

network 22, 1024 

overlay network 1025 

paradigm 82] 

Pastry 1036 

structured 1026 

unstructured 1025 

peering point 17, 611 

per-hop behavior (PHB) 1066, 1067 

perceptual coding 984 

performance 7, 84-88, 189-195, 281. 

522, 616-630, 933 

period 56, 57, 61, 483 

periodic analog signal 56-67 

periodic composite signal 63 

periodic signal 56, 65, 70 

periodic timer 616 

permanent virtual-circuit connection 

(PVC) 427 

permutation box (P-Box) 1088 

persistence method 333 

persistence timer 777, 789, 790 
persistent connection 877, 1177 
personal area network (PAN) 45] 
PGP see Pretty Good Privacy 
phase 59, 136, 147, 221, 218, 518, 522 

AM 147 

ASK 138 

definition 59 

FM 148 

FSK 140 

offset 60 

PM 149 

PSK 142 

sine wave 61 

phase modulation (PM) 147 
phase shift 60 

phase shift keying (PSK) 136, 142, 

143, 395 

limitations 146 

modem 395 

with ASK 146 
PHB see per-hop behavior 
physical address 46, 243 
physical layer 38, 381, 392, 429, 44g 
physical layer processor 227 

physical link 455 

physical multicast addressing 646 
physical ring 344 

piconet 451 

piggybacking 305, 726, 747, 749 
pilot channel 478 

PIM se¢ Protocol Independent Multicast 
PIM-DM see Protocol Independent 

Multicast-Dense Mode 

PIM-SM see Protocol Independent 

Multicast-Sparse Mode 

pine 893 

PING see Packet Internet Groper 

pipelining 713 

pixel 5, 67, 982 
PKI see public key infrastructure 

plain old telephone system (POTS) 388 
plaintext 1081, 1094, 1142 

playback buffer 992 

plug-and-play protocol 539 

PM see phase modulation 

PN see pseudorandom noise 

point controller (PC) 443 

point coordination function (PCF) 

441, 443 
point of presence (POP) 390 
point-to-point 8, 9 
point-to-point connection 8, 9, 208 
Point-to-Point Protocol (PPP) 309-320 

byte stuffing 311 

framing 310 

LCP 313 

multilink 317 

multiplexing 312 

option negotiation 313 

services 309 

transition states 31] 

point-to-point WAN 14 

pointer-length comparison 572 

poison reverse 603 

polar coding 10] 

polarity switch 102 

policing 1058 

policy transition 781 

poll 342 

poll/final (P/F) 307-308 
polling 342 

NAK 342 

poll 342 

select 342 

polyalphabetic ciphers 1085 

Polybius cipher 1118 

polynomial 267 

addition 268 

characteristics 273 

CRC 267 

division 268 

multiplying 268 

shifting 269 

subtracting 268 

POP see Post Office Protocol 

POP see point of presence 

POP3 see Post Office Protocol, 

version 3 

port 874 

port forwarding 909 

port number 43, 542, 693, 694, 845 
dynamics 695 

ephemeral 694 

ICANN ranges 695 

ICMP 576 

registered 695 

well-known 694, 695 

port numbers in Java 845 

Post Office Protocol (POP) 899 
Post Office Protocol, version 3 

(POP3) 899 
POTS see plain old telephone system 
PPM see pulse position modulation 
PPP see Point-to-Point Protocol 
PQDN see partially qualified domain 

name 

pre-master secret 1136 

preamble 364 
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predicted frame (P-frame) 983, 1180 
predictive coding (PC) 972, 984 
predictors coefficient 974 

prefix 530, 533 

prefix length 533 

presentation layer 45, 47 
Pretty Good Privacy (PGP) 904, 1142 

algorithms 1144 

applications 1147 

certificates 1145 

code conversion 1143 

compression 1142 

confidentiality with one-time session 

key 1143 

key revocation 1147 

key rings 1144 

message integrity 1142 

packets 1147 

plaintext 1142 

web of trust 1147 

primary address 798 

primary server 915 

primary station 305, 342, 451 
priority queueing 1057 

ptivacy 155 

private address 544 

private key 1093, 1112 

proactive 336, 933, 1095 

process 157, 823 

process-to-process communication 40 
693, 738, 743, 791 

processing delay 523 

propagation 197, 200, 522 

propagation delay 216. 331, 522 

propagation modes 193 

propagation speed 61, 85 

propagation speed distortion 79 
propagation speed wavelength 61 

propagation time 85, 86, 332 

circuit switching 213 

latency 85 

protocol 5, 32, 874, 611, 719, 828, 
874,1134 

protocol data unit (PDU) 945 
Protocol Independent Multicast 

(PIM) 654 
Protocol Independent Multicast-Dense 

Mode (PIM-DM) 655 

Protocol Independent Multicast-Sparse 
Mode (PIM-SM) 655 

protocol layering 19, 32-35 
provider network 17, 611 
proxy ARP 588 

proxy firewall 1152 

proxy server 885 
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prune message 656 

pseudoheader 739, 749 

pseudorandom noise (PN) 176 
pseudorange 488 

pseudoterminal driver 906 

pseudoternary coding 105 

PSK see phase shift keying 
PSTN see Public Switched Telephone 

Network 

psychoacoustics 984 
public announcement 1112 
public key 1093, 1112 
public key infrastructure (PKI) 
Public Switched Telephone Network 

(PSTN) 994, 1005 
public-key certificates 1112, 1113 
public-key distribution 1112 

certification authority 1113 
public announcement 1112 
X.509 1113 

pull program 893 

pull protocol 899 

pulling 697 

pulse amplitude modulation (PAM) 116 
pulse code modulation (PCM) 115, 972 

bandwidth 122 

coding 121 

decoding 121 

filter 122 

sampling 115 

pulse position modulation (PPM) 449 
pulse rate 97 

pulse stuffing 169 

pure ALOHA 326 

push bit 754 

push program 893 

push protocol 899 

pushing 697 

pushing data 753 

PVC see permanent virtual circuit 
connection 

Q 
Q.931 1013 
QAM see quadrature amplitude 

modulation 

QoS see quality of service 
QPSK see quadrature PSK 
quadrature amplitude modulation 

(QAM) 136 
quadrature PSK(QPSK) 144 

admission control 1062 
bandwidth 1054 

data flow characteristics 1054 
delay 1054 

differentiated services 1066 
FIFO queuing 1056 

flow classes 1055 

integrated services (ntServ) 1062 
jitter 1054 
leaky bucket 1058 

priority queuing 1057 

reliability 1054 
resource reservation 1061 

scheduling 1056 

token bucket 1060 

traffic shaping 1058 

weighted fair queueing 1057 
quality of service (QoS) 84, 453, 515, 

1014, 1053, 1055-1069 
quantization 119, 979 

error 119, 120, 124 

level 119 

noise 

non-uniform 121 

uniform {21 

V.90 396 
zone 119 

query message 575, 591, 659, 919 
query signal 472 

queuing 523, 740 
queuing delay 523 

queuing time 87 

quoted-printable encoding 902 

R 

R variable 710 

radio 67, 161 

interface 48] 

layer 457 

system 482 

wave 199 

radio government (RG) 190 
Radix-64 1143 

RAM see random access memory 
random access 326-340 

ALOHA 326 

carrier sense multiple access 331 
carrier sense multiple access with 

collision detection 334 

random access memory (RAM) 225, 226 
RAS see Registration/Administration/ 

Status 

read-only memory (ROM) 

real-time interactive audio/video 990 
forward error correction 282, 994 

_. jitter 991 

mixing 994 

multicasting 994 

ordering 993 

playback buffer 992 

replay 992 

sequence number 993 

threshold 992 

timestamp 992 

translation 994 

real-time interactive protocols 995~1013 
real-time traffic 999 

real-time transmission 4, 424 
Real-Time Transport Control Protocol 

(RTCP) 1002 
Real-time Transport Protocol (RTP) 999 
reassembly 568 

receive not ready (RNR) 308 

receive ready (RR) 307 

receive window 715, 761 

receiver 5 

receiver function 128 

receiver sliding window 715 
Teceiver-based reservation 1064 
receiving mail 894 

reconfiguration 930 

Record Protocol 1140 

record route option 572 

record structure 889 

recursive resolution 917 
red, green, blue (RGB) 978 

redirection 577, 681 

redundancy 258, 496 

redundancy check 265 

reflection 192 

refraction 192 

regional cable head (RCH) 398 
regional ISP 55] 

regional office 388 

registered ports 695 

registrar 920 

registrar server 1010 

registration phase 586 

registration reply 587 

Tegistration request 586 

Registration/Administration/Status 

(RAS) 1013 
RE] see reject 

reject (REJ) 308 

reliability 7, 8, 1054 
reliable service 746, 792 

remainder CRC 275 

remainder cyclic code 270 
remote 825 

remote logging (rlogin) 905 
remote procedure call (RPC) 1031 
remote socket address 826 

rendezvous point (RP) 655, 658 
Reno TCP 782 

repeater 12, 494 

repetition interval 443 

replay 992, 1080 

report message 658, 659 

repudiation 1080 

Request for Comment (RFC) 22 
request message 879 
request packet 519 

request to send (RTS) 339, 441 
requirement Jevel 23 

resending packel 716 

reservation 341 

Teservation merging 1064 
reservation styles 1065 

resolution 916 

resolver 916 

resource allocation 213 

resource records 918 

resource reservation 221, 1061 

Resource Reservation Protocol (RSVP) 

676, 1062, 1063 

message 1064 

multicast trees 1063 

Teceiver-based reservation 1064 

reservation merging 1064 
Teservation styles 1065 

soft state 1065 

resource specification (Rspec) 1063 

Tesponse time 933 

retransmission 786 

retrg smission of packets 770 

retransmission policy 526 

retransmission timeout (RTO) 770, 787 

rétransmission timer 777, 786 

returm-to-zero (RZ) 

complexity 103 

disadvantage 103 

signal change 103 

reuse factor 471, 477 

reverse path broadcasting (RPB) 651 

reverse path forwarding (RPF) 651 

reverse path multicasting (RPM) 651, 652 

reverse transmission 479 

RFC see Request for Comment 
RG ratings 191 

RG see radio government 

RGB see red, green, blue 

ring 9, 12 

advantages 12 

definition 12 

disadvantages 12 

dual 12 

repeater 12 

RIP see Routing Information Protocol 

Rivest, Shamir, Adleman (RSA) 1095 

applications 1097 

cryptosystem 1095 

digital signature 1104 

procedure 1095 

RJ45 189 

rlogin see remote logging 
Rn variable 715 

RNR see Receive Not Ready 

roaming 473 

ROM see read-only memory 

root server 914 

rotary telephone 391 

round-trip time (RTT) 578, 786 

rounds 1089 

route selection 629 

route-d 614, 501 

router 7, 501 

router link 620 

router solicitation and advertisement 

message 681 

routing 513, 1028, 1037 

routing algorithm 598 

Routing Information Protoco] (RIP) 

611, 613 

algorithm 615 

BSD 614 

expiration timer 616 

forwarding table 614 

garbage collection timer 616 

hop count 613 

implementation 614 

messages 615 

performance 616 

periodic timer 616 

routed 614 

timers 616 

routing processor 228 

routing protocols 514, 650 

routing table 215, 219, 514, 1041 

routing table search algorithms 553 
RP see rendezvous point 

RPB see reverse path broadcasting 

RPF see reverse path forwarding 

RPM see reverse path multicasting 

RSA cryptosystem 1095 

RSA see Rivest, Shamir, Adleman 

Rspec see resource specification 

RSVP see Resource Reservation 

Protocol 

RTCP see Real-time Transport Control 

Protocol] 

RTO see retransmission time-out 

RTP see Real-Time Transport Protocol 

RTS see request to send 
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RTT see round-trip time 
rwnd 762,777 

RZ see return-to-zero 

S 

S variable 710 

S-box see substitution box 
S-frame see supervisory frame 
S/MIME see Secure MIME 
SA see Security Association 

SACK see selective acknowledgment 
SAD see Security Association Database 
sample and hold 116 

sampling 115 

frequency 115 

human voice 121 

interval] 115 

PCM 115 
rate 115, 116 

telephone company | 18 

SAR see segmentation and reassembly 

satellite 483-488 

antenna 484 

categories 484 

downlink 484 

footprint 484 

frequency band 484 

GEO 484 

geostationary 485 

GPS 486 
LEO 484 

MEO 485 

network 483 

orbit 483 
period 483 

trunk 388 

TV 989 

uplink 484 

SC see Subscriber Channel Connector 

scatternet 452, 458 

SCCP see signaling connection control 

part 

scheduling 1056 

schemes 100 

SCO see synchronous connection- 

oriented 

scp see Secure Copy 

SCP see server control point 

scrambling 113 

SCRIBE [041 
SCTP see Stream Control Transmission 

Protocol 

SDH see Synchronous Digital 

Hierarchy 

SDP see Session Description Protocol 
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SDR see Software Defined Radio 
SDSL see symmetric di gital 

subscriber line 
SEAL see simple and efficient 

adaptation layer 
second generation (2G) 474 
secondary server 915 
secondary station 305, 342, 451 
Secret key 1082, 1093 
Secure Copy (sep) 909 
Secure File Transfer Program (sftp) 
Secure Hash Algorithm (SHA) 1099 
Secure Key Exchange Mechanism 1132 
Secure MIME (SMIME) 904, 1147 

applications 1151 
cryptographic algorithms 115] 
key management 1150 

Secure Shell (SSH) 41, 821, 891, 
905-909 

components 907 

packet format 909 
Port forwarding 909 
SSH-AUTH 908 
SSH-CONN 908 
SSH-TRANS 907 

Secure Socket Layer (SSL) 887, 
891, 908 

Alert Protocol 1140 

architecture 1135 
changeCipherSpec Protocol | 139 
cipher suite 1136 
compression algorithms 1136 
cryptographic parameter 

generation 1136 
encryption/decryption 

algorithms 1136 
Handshake Protocol 1138 
hash algorithms 1136 
key exchange algorithms 1135 
key material 1136 
master secret 1136 

protocol 1134 
Record Protocol 1140 
services 1135 

sessions and connections 1136 
security 7, 8,516, 573, 887, 891, 904, 

921, 933, 951 
attack 1079 
availability 1078 
confidentiality 1078, 1081 
cryptography 1081 
denial of service 1080 
digital signature 1100 
entity authentication 1105 
FHSS 177 

goal 1078 

integrity 1078 

IP spoofing 574 

key management 1108 

masquerading 1080 

message authentication 1099 
message integrity 1097 

modification 1080 

other aspects 1097 

packet modification 573 
packet sniffing 573 

replaying 1080 

repudiation 1080 

Services and techniques 1081 
snooping 1079 

Steganography 1081 
traffic analysis 1079 
transport layer 1134 

Security Association (SA) 1130 
Security Association Database 

(SAD) 1130 
security goal 1078 
Steurity parameter index (SPJ) 1127 
Security Policy (SP) 1131 
Security Policy Database (SPD) 1131 
segment 40, 42, 374, 696, 745, 748 
segment format 748 
segmentation and reassembly (SAR) 

428, 453 
selective acknowledgment (SACK) 769 
selective reject (SREJ) 308 
selective-repeat (SR) 526, 720, 721 

acknowledgment 722 
FSM 723 

timer 722 

window 721 

window size 726 

self-synchronization 99 
semi-automatic 505 
send window 714, 761 

send window size 718 
sender 4 

sending mail 893 
sequence generation 349 
Sequence number 700, 709, 713, 746, 

747, 993 
serial transmission 125, 126 

advantage 126 

classes 125 

conversion device 127 
types 127 

server 693, 913 

Server control point (SCP) 392, 909 
server process 694, 820, 823 
ServerSocket Class 857 

service 394 

service class 1063 

services 309, 512, 738, 743, 791, 1103, 
1129, 1135 

Session Description Protocol] (SDP) 1011 
Session Initialization protocol (SIP) 

1005-1006 
addresses 1007 
communicating parties 1006 
messages 1007 

registrar server 1010 
session key 1109, 111] 
session layer 45, 47 
sessions and connections 1136 
Set Request 946 
setup 210 

setup phase 518 

Sp variable 714 

SFD see start frame delimiter 
sftp see Secure File Transfer 

Program 909 
SHA see Secure Hash Algorithm 1099 
Shannon capacity 82 
Shannon formula 395 
shaping 1058 
shared capacity 373 
shared secret key 108] 
sheath 190 

shielded twisted-pair (STP) 188 
shift 1083 
shift keying 138 

shift register 277 

shifting 269 

short interframe space (SIFS) 339, 442 
short message service (SMS) 994 
shrinking of windows 766 
SIFS see short IFS (interframe space) 
signal 393 

2B1Q 106 

amplitude 57 

analog and digital 55 
aperiodic 56 

bandwidth 394 

CDMA 349 
change 103 

composite periodic analog 56 
data rate 98 

degradation 11 

element 96, 137 

level 81 

Manchester 104 

non-periodic 56 

NRZ-I and NRZ-L 102 
periodic 56 

point 392 

rate 97 

signal—Cont. 

transport port 392 

types 90, 1016, 1069 
signal-to-noise ratio (SNR) 80 

decibel 80 
high 80 
in dB 83 

low 80 

Shannon capacity 82 

signaling 391 

signaling connection control part 
(SCCP) 393 

signaling system 39] 
Signaling System 7 (SS7) 1005 
signals 53 

signing algorithm 1101 
signing the digest 1102 
silly window syndrome 767 
simple and efficient adaptation layer 

(SEAL), 428 
Simple Mail Transfer Protocol (SMTP) 

41, 895 
Simple Network Management Protocol 

(SNMP) 41, 934-950 
agent 935 

format 947 

GetNextRequest 946 

InformRequest 947 

management components 935 

Management Information Base 935 

manager 935, 948 

protocol data unit 945 

¢ Report 947 

REsponse 946 
security 951 

SetRequest 946 

“Structure of Management 

Information 935 

Trap 947 

UDP port 950 

simple protocol 300, 707 
simplex 6 

sine wave 56, 61, 136 

characteristics 56, 61, 136 

frequency 57 

period 57 

single-bit error 258, 271 

single-mode 193, 194 

single-stage switch 

SIP see Session Initialization protocol 

SKEME see Secure Key Exchange 

Mechanism 

sky propagation 197 

Skype 22, 822, 994 

Skypeln 994 

SkypeOut 994 

slash notation 533 

sliding window 701 

slot size 175 

slotted ALOHA 330 
slow start 778 

exponential increase 778 

threshold (ssthresh) 779 

SMI see Structure of Management 

Information 

SMIME see Secure MIME 

SMS see short message service 

SMTP see Simple Mail Transfer 
Protocol 

S, variable 714 
sniffing 573 

SNMP see Simple Network 

Management Protocol 

snooping 1079 

SNR see signal-to-noise ratio 
SNRdB 120 

SOCK_DGRAM 833 
SOCK_RAW 833 

SOCK_SEQPACKET 833 

SOCK_STREAM 833 
socket 823, 824 

socket address 696, 825 

local 825 

remote 825 

Socket Class 858 

socket interface 823 

socket interface API 843 

socket-interface programming in C 

echo client program using TCP 841 

echo client program using UDP 836 

echo server program using TCP 838 

echo server program using UDP 834 
header files 834 

socket-interface programming in Java 
842-857 

concurrent approach 857 
using TCP 857 

using UDP 846 

socket-interface programming in 
Java 842 

SocketAddress class in Java 845 
soft handoff 473, 480 
soft state 1065 

software-defined radio (SDR) 482 

something inherent 1106 

something known 1106 

something possessed 1106 

SONET see Synchronous Optical 

Network 

source address (SA) 365, 565 

source quench 577 
source router 596 

INDEX 1221 

source routing 678 

source specific multicast (SSM) 

block 645 
source specific multicast (SSM) block 

addresses 645 
source-based tree approach 650 
source-based tree approach to 

multicasting 650 

SP see Security Policy 
SP see Simple Protocol 
space vs time division 226 
space-division 222 

space-division switch 222 
spanning tree 607 

spanning tree algorithm 497 

spatial compression 983 

spatially shared 9 

SPD see Security Policy Database 

SPE see synchronous payload 

envelope 

special addresses 538, 670 

limited broadcast 539 
loopback 539 

this-host 538 
spectrum 148, 150 

speed of light 61 

SPI see security parameter index 

split horizon 603 

split operation 1088 
splitter 398 

spread spectrum (SS) 175-179 

spreading 155 

spreading process 176 

SQL database queries 875 

SQL see Structured Query 

Language 

SR see selective-repeat (SR) 

SRE] see selective reject 

SS see spread spectrum 

SS7 see Signaling System 7 

SSH see Secure Shell 
SSH-AUTH 908 
SSH-CONN 908 

SSH-TRANS 907 

Ssize Variable 715 

SSL see Secure Sockets Layer 

SSL-FTP 891 

SSN see stream sequence number 

SSRC see synchronization source 
ssthresh 779 

ST see Straight-‘fip Connector 

Staircase signal 124 

standard 190, 364 
standard 802.1Q 505 

Standard 802.3ae 382 

standard application layer interface 
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timestamp 573, 992 

option 573 

reply 578 

request 578 
TLI see Transport Layer Interface 

TLS see Transport Layer Security 

To-DS address 446 

token 343 

token bucket 1060 

token bus 344 

Token Bus protocol 362 

token passing 343 

token ring 344 

Token Ring protocol 362 

token-passing network 343 

toll call service 393 

toll free cal] 389 

topology 

TOS see type of service 

total delay 523 

total length 564 

TP see transinission path 

traceroute 578, 579 

tracert 579 

trackerless 1046 

traditional symmetric-key cipher 1083 
traffic 933 

analysis 1079 

conditioner 1067 

frame size 422 

policing 1058 

shaping 1058 

transceiver 371 

transform coding 975 

transformation 979 

transient AS 613 

transient link 620 

transition 104 

transition from IPv4 to IPv6 682-684 
transition states 31] 

translation 994 

transmission 53, 75, 474, 475, 522 
address bits 366 

baseband 71 

delay 522 

digital signal 70 

impairment 76-79, 83 

media 53, 186 

mode 125~{28 

modulation 75 

path (TP) 425 

sequence number (TSN) 792 
serial 125 

Transmission Control Protocol (TCP) 

21, 40, 743-790 

ACK segment 752 

acknowledgment 769 

acknowledgment number 746, 747 

additive increase 779 

additive increase, multiplicative 

decrease 784 

automatically corrected lost 

ACK 775 

buffers 744 

byte number 746 

checksum 769 

Clark’s solution 768 

congestion avoidance 779 

congestion contro! 777 

congestion detection 778 

congestion policy 778 

congestion window 777 

connection 750 

connection establishment 751 

connection termination 755 

connection-oriented service 746 
cookie 753 

cumulative acknowledgment 769 
cwnd T77 

data transfer 753 

deadlock 776 
delayed acknowledgment 768 

delayed segment 775 

demultiplexing 746 

denial of service attack 753 

duplicate ACKs 770 

duplicate segment 775 

encapsulation 750 

error control 768 

exponential backoff 789 

fast recovery 781 

fast retransmission 770, 774 

features 746 

FIN segment 755 

FIN+ACK segment 755 

flow control 762 

FSM 756 

FSM for data transfer 771 
full-duplex communication 746 
half-close 755 

ICMP 576 

Karn’s algorithm 788 

keepalive timer 790 

lost segment 774 

multiplexing 746 

Nagle’s algorithm 767 

New Reno 784 

normal operation 773 

rfembering system 746 

opening and closing windows 763 
options 790 

out-of-order segments 770 

persistence timer 777, 789, 790 

policy transition 781 

process-to-process 

communication 743 

protocol 827 

pseudoheader 749 

push bit 754 

pushing data 753 

receive window 761 

reliable service 746 

Reno 782 

retransmission 

retransmission of packets 770 

retransmission time-out 787 

retransmission timer 777, 786 

round-trip time (RTT) 786 

rwnd 762, 777 

segment 745, 748 

segment format 748 

selective acknowledgment 

(SACK) 769 
send window 761 

sequence number 746, 747 

services 743 

shrinking of windows 766 

silly window syndrome 767 

slow start 778 

state transition diagram 756 

stream delivery service 744 

stream-oriented protocol 754 

SYN + ACK segment 752 

SYN flooding attack 752 

SYN segment 752 

Taho 781 

three-way handshaking 751 

throughput 785 

TIME-WAIT timer 790 
timers 786 

urgent byte 754 

urgent data 754 

window shutdown 767 

window size 777 

windows 760 

Transmission Control Protocol/ 

Internetworking Protocol (TCP/ 
IP) 20, 35 

transmission impairment 76-79 
transmission modes 125-128 

transmission time 86 

bandwidth 86 

latency 86 

transparent switch 496 

transport layer 40-41, 301, 393-398, 

691-697, 701-735, 1134 
acknowledgment 701 

addressing 693 
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transport layer—Cont. 

bidirectional 726 

congestion control 703 

connection-oriented services 703 

connectionless service 703 

decapsulation 696 

demultiplexing 697 

encapsulation 696 
error control 298, 700 

finite state machine 299, 705 

flow control 297, 697 

go-back-N 713 

introduction 692 

multiplexing 697 

port number 693 

process-to-process 

communication 693 

protocol 693, 707 

selective-repeat 720 

sequence numbers 700 

simple 300, 707 

sliding window 701 

stop-and-wait 301, 708 

TCP 743 

UDP 737 

Transport Layer Interface (TLI) 823 

transport layer protocol 693, 707 

Transport Layer Security (TLS) 

protocol 1132-1137 

transport mode 1124 

transport-layer services 693 

transpesition cipher 1086, 1088 
Trap 47 

triangle routing 589, 1189 

triangulation 486, 487 

trilateration 486 

Trivial File Transfer Protocol 

(TFTP) 695, 696 
trunk 388 

TSI see time-slot interchange 

TSN see transmission sequence number 

Tspec (traffic specification) 1063 

TST see time-space-time 

TTL see time to live 

tunnel mode 1125 

tunneling 647, 683 

TUP see telephone user port 

TV channel 68 

TV see television 

twisted-pair cable 187 
applications 189 

categories 188 
components 187 

DSL 189 
interference 187 

LAN 190 

local loop 388 

performance |89 

RJ45 189 

telephone network 189 

twists 187. 

twisted-pair Ethernet. See |0Base-T 

two dimension DCT 977 

two-binary, one-quaternary (2B1Q) 106 

two-node loop 602, 603 

type field 575, 659 

type of service (ToS) 563, 618 

types of error 258 

burst 258 

single-bit 258 

U 
U-frame 308 

codes 308 

connection 308 

control field 308 

types 308 

UA see user agent 

UBR see unspecified bit rate 

UDP port 950, 1004 

UDP protocol 827 

UDP sce User Datagram Protocol 

ultraviolet light 186 

UML see user mobile link 

UMTS see Universal Mobile 

Telecommunication System 

unguided media 187, 197-201 

UNI see user-to-network interface 

unicast address 366, 667 

unicast routing 598-630, 667 

distance vector 598 

general idea 596 

least cost 596 

least-cost tree 597 

link state 604, 632 

OSPF 618 

path vector 606 
unicast routing protocol 611 

BGP 623 

OSPF 614 

RIP 613 

unicast routing algorithm 598 

unicasting 640 

unidirectional antenna 200 

unidirectional propagation 197 
Uniform Resource Locator (URL) 874 

unipolar coding 100 

unique local unicast 671 

Universal Mobile Telecommunications 

System (UMTS) 482 
UNIX 21, 613 
unnumbered frame (U-frame) 305, 320 

INDEX 1225 

unordered delivery 798 

unshielded twisted pair (UTP) 189 

Unspecified Bit Rate (UBR) 1055 

update binding packet 59 

update message 630 

uplink 484 

uploading 395 

upstream data band 399 

urgent 754 

bit 754 

byte 754 

data 754 

URL see uniform resource locator 

User Agent (UA) 892 

User Datagram Protocol (UDP) 40, 42, 

696,737 
applications 741 

checksum 737, 739 

congestion control 740 

connectionless service 739 

decapsulation 740 

demultiplexing 741 

encapsulation 740 

error contro] 739 

features 741 

flow control 739 

ICMP 576 

multiplexing 741 

optional inclusion of checksum 740 

packet format 737 

process-to-process 

communication 738 

pseudoheader 739 

queuing 740 

services 738 

typical applications 743 

versus simple protocol 741 

user interface 907 

user mobile link (UML) 488 

user-to-network interface (UNI) 425 

UTP see unshielded twisted-pair 

Vv 

V.90 395 

Van Allen belt 485 

variable bit rate (VBR) 1055 

Variable Bit Rate-Non-Real Time 

(VBR-NRT) 1055 

Variable Bit Rate-Real Time (VBR-RT) 

1055 

variable-size framing 294 

VBR see variable bit rate 

VBR-NRT see Variable Bit Rate-Non- 

Real Time 

VBR-RT see Variable Bit Rate-Real 

Time 



1224 

times 

op 
re} 

Te: 

TLI. 
| TLS 

To-I 

toke 

toke 

toke 

Tok 

toki 

tok 

Tol 

tok 

tol 

tol 

Loy 

1226 INDEX 

VC see virtual circuit 425, 426 
VCI see virtual circuit identifier 
VDSL see very high rate digital 

subscriber line 
verification categories | 106 
verification tag (VT) 797 
verifying algorithm | 10] 
Vernam, Gilbert 109] 
very high rate digital subscriber line 

(VDSL) 396, 400 
very low frequency (VLF) 198 
video 6, 982 
video compression 
video conferencing 990 
Video On Demand (VOD) 989 
Vint, Cerf 20 

violation | 13 
Virtual circuit (VC) 425, 518 

approach 5|6 
identifier (VCI) 425, 518 
network 469 

switching 
virtual circuit identifier (VCI) 427, 

425-427, 469 
virtual LAN 502-506 
Virtual local area network (VLAN) 502 

advantages 506 
automatic 505 
communication between 

SWitches 505 
configuration 504 
frame tag 505 
IEEE standard 505 
membership 504 
Semiautomatic 505 
table maintenance 505 
time-division multiplexing 505 

virtual path identifier (VPI) 425 
Virlual paths (VPs) 425 
Virtual private network (VPN) 1133 
Virtual tributary (VT) 420-42} 
virtual-circuit approach 5|7 
virtual-circuit network 208, 216, 218, 

220-222 
visible light [86 
Visual Basic language 875 
VLAN see virtual local area network 
VLF see very low frequency 
VOD see Video On Demand 
voice over IP (VOI) 990 
VoIP see voice over [P 
voll 57 

VP see virtual path 
VPI see virtual path identitier 
VPN see virtual Private network 

ToT INTL 
CASMTVK 

amu 
B 

Vio see viral TIDUS / 

i >. 
j © ~» 

WwW onl %/ 
Walsh table 349 \\~ 
WAN PHY 382, QU# KV 
WAN see wide area network 
warning packet 590 

bs 16 vulnerable time Ti « / OA 

/ ~~ 

BSS-transition mobility 44] 
exposed station problem 447 
host 436 

IEEE 802.) } Project 439 
interference 438 
isolated 436 

medium 436 
Moving between environments 437 
multipath propagation 438 

WATS see wide area telephone service. fe Paepuea wave-division multiplexing (WDM) 
156, 162 

concept 162 

dense 163 

optical fiber 162 
SONET [63 

wavelength 61 
WDM see wave-division 
Web caching 885 
Web Client 873 
Web document 875 

active 875 

dynamic 875 

static 875 

web of trust | 147 
Web page 872 
Web server 874 
Web site 872 
Web-based mail 903 
weighted fair queueing 1057 
weighted graph 596 
well-known port number 694, 736 
wide area network (WAN) 14, 362 
wide area telephone service 

(WATS) 393 
wide bandwidth 7]. 72 
WiFi see wireless fidelity 
WiMAX see Worldwide Interoperability 

for Microwave Access 
window 721, 760 
window shutdown 767 
window size 726, 777 
windowing Policy 526 
wireless 340, 443, 445 
wireless communication 197, 445 
wireless fidelity (WiFi) 440 
wireless LAN 435-492 

access control 438 
access point 437 
addressing mechanism 446 
attenuation 438 
Bluetooth 45] 
characteristics 438 
connection to other networks 436 
error 438 

multiplexing 

no-transition mobili ty 44} 
SS-transition mobility 44 | 
station types 44] 
versus wired LANs 436 
WiFi 440 

wireless network 19, 34} 
cellular telephony 470 
CSMA/CA 34| 
WiMax 466 

World Wide Web (WWW) 22, 41, 821, 
872-876 

architecture 872 
browser 873 
hypermedia 872 
Uniform Resource Locator 874 
Web document 875 
Web page 872 
Web site 872 

Worldwide Interoperability for 
Microwave Access (WiMax) 
466-469 

WWIV (World War Four) 1024 
WWiIVnet 1024 
WWW see World Wide Web 

X 

X ray 187 

X.509 1113 
Xerox Network System (XNS) 613 
XHTML see Extensible HyperText 

Markup Language 
XML see Extensible Markup Language 
XNS see Xerox Network System 613 
XOR operation 261. 266, 283, 1090 
XSL see Extensible Style Language 

Y 

Yahoo 903 
YouTube 22 

Z 

zero 59 

zero Compression 666 
Zimmermann, Phil | 142 
zone 119, 914 


